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IEHRDs and the communities they work with have often 
become particular targets of the governments as they 
mostly challenge the laws, policies and practices related 
to lands and resources, which contrasts with the State 
aspiration to control them as well as business interests 
over them. In lack of legal recognition of or respect for 
the rights of Indigenous communities as well as strong 
push for economic growth in the Mekong countries, the 
communities and their supporting IEHRDs are caught 
WR�KP�NCPF�CPF�TGUQWTEG�EQPƃKEVU�YKVJ�VJG�5VCVG�CPF�
business entities. During the course of the legitimate 
resistance to defend human and environmental rights, 
IEHRDs encounter a series of challenges for their works 
as well as face risks and reprisals. Those challenges and 
reprisals often begin with social stigmatization against 
the IEHRDs as “anti-development” and “anti-national” 
and include harassment, threats, attacks, arbitrary 
arrests and detentions, prosecution and even enforced 
disappearances and killings of the IEHRDs.
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2SRI�SJ�XLI�1IOSRK�GSYRXVMIW�GSRXEMR�ER]�WTIGMƼG�VIJIVIRGI�XS�-RHMKIRSYW�4ISTPIW�
or their rights in their Constitutions. Recently, there has been little progress in some of these 
countries in terms of legal and policy reforms relevant to Indigenous Peoples. However, 
they still fail to meet the international human rights standards. At the same time, there are 
longstanding laws and policies, which contravene or limit the rights of Indigenous Peoples, 
including to their lands and resources. New laws and policies have also been adopted 
XLEX�RIKEXMZIP]� MQTEGX� MRHMKIRSYW� VMKLXW��&IWMHIW� PMQMXIH� PIKEP�TVSXIGXMSRW�SJ� XLIMV� VMKLXW��
Indigenous Peoples in the region continue to face human rights challenges due to extra-legal 
and corrupt practices of their governments.

Cambodia
The 1993 Cambodian Constitution includes some provisions relevant for Indigenous 

Peoples, including guarantee of collective ownership of immovable property and recognition 
of the right to fair and prior compensation to both individual and collective owners 
(Article 44). The 2001 Land Law guarantees the recognition and protection of Indigenous 
communities (“original ethnic minority”), traditional natural resource management systems 
and traditional customary land, as well as provides for collective land titling for communal 
lands of indigenous communities. As of March 2021, a total of 27 communities held legally 
recognized communal land titles, which is only a fragment of communal land of more than 
500 indigenous communities without such titles.3 

8LI�*SVIWXV]�0E[�SJ������GSRXEMRW�TVSZMWMSRW�JSV�SƾGMEP�VIGSKRMXMSR�SJ�GSQQYRMX]�
forestry and offers communities an opportunity to obtain user and management rights 
to forests. It also includes special provisions on “nomadic agriculture” within collectively 
owned land. In 2009, Cambodia has adopted a National Policy on the Development of 
Indigenous Peoples to ensure that the rights of Indigenous Peoples are safeguarded, and 
their livelihoods and quality of life promoted across all sectors. However, Indigenous Peoples 
continue to face challenges to their rights, including and particularly due to large number of 
economic land concessions that the government grants to agribusiness, mining and other 
companies. Such concessions granted without Free, Prior and Informed Consent (FPIC) of 
the concerned communities have resulted in forced evictions, loss of lands and livelihoods 
for the communities. Recent political developments, which has practically placed the country 
under a one-party rule, has worsened the situation for Indigenous Peoples and their rights 
defenders.

Myanmar
Myanmar’s 2008 Constitution states that the Union shall assist to develop language, 

PMXIVEXYVI��ƼRI�EVXW�ERH�GYPXYVI�SJ�XLI�REXMSREP�VEGIW��EW�[IPP�EW�XS�TVSQSXI�WSGMS�IGSRSQMG�
development of less-developed national races (Article 22). Kachin, Kayin/Karen, Shan, Mon, 
/E]EL�/EVIRRM��'LMR��&YVQER�ERH�%VEOER�EVI�GSRWMHIVIH�EW�REXMSREP�VEGIW��[LMGL�EVI�FVSOIR�
down into 135 ethnic groups.4�8LI������&YVQE�'MXM^IRWLMT�0E[�WXEXIW�XLEX�XLI�REXMSREPW�SJ�
those races and ethnic groups that have settled in any of the territories within the State prior 
XS������EVI�&YVQE�GMXM^IRW��8LI������4VSXIGXMSR�SJ�XLI�6MKLXW�SJ�2EXMSREP�6EGIW�0E[�MRGPYHIW�

3  Open development Cambodia, Registered indigenous communal land, available at: https://data.
opendevelopmentcambodia.net/en/dataset/registered-indigenous-communal-land/resource/ad186575-e436-
4a12-a01c-90353261719d 

4 See the breakdown table of the national races in the Myanmar country chapter below.
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as one of its purposes “to aim for the socioſeconomic development of lessſdeveloped 
national races”. It uses the term “Indigenous Peoples” (hta-nay tain-yin-tha), which does 
RSX�ETTIEV�MR�SXLIV�PE[W��FYX�MW�YRHIƼRIH��-X�HMWGYWWIW�TVSZMHMRK�IUYEP�VMKLXW�XS�EPP�REXMSREP�
races but does not include any protection from discrimination. Reportedly developed without 
consultation with Indigenous Peoples5, the law lacks clarity. 

The 2016 National Land Use Policy is considered a landmark policy, which includes a 
chapter on “Land Use Rights of Ethnic Nationalities” referring to the customary land tenure 
rights of ethnic nationalities and land-use mapping. It also mentions Free, Prior, Informed 
and Consent (FPIC) as a means of addressing “land monopolization and speculation”, and 
establishes a process for recognition of the rights of Indigenous communities and not just 
individuals. On the other hand, the 2012 Virgin Fallow and Vacant Law allows the government 
to take possession of unregistered land across the country. Approximately 75% of virgin, 
fallow and vacant land are in the seven ethnic states, which are highly impacted by the 
law.6 Amendments to the law in 2019 require registration processes that remote-dwelling 
Indigenous communities are unaware of and are unable to meet due to inadequate support 
for documentation. 

-RHMKIRSYW�4ISTPIW�MR�1]ERQEV�LEZI�FIIR�ƼKLXMRK�JSV�XLIMV�VMKLXW��MRGPYHMRK�XS�WIPJ�
determination, since Myanmar’s independence. The post-1962 military junta’s implementation 
SJ�ƈ&YVQERM^EXMSRƉ�ERH�IXLRMG�EVQIH�GSRƽMGXW�LEZI�GEYWIH�E�[MHI�VERKI�SJ�LYQER�VMKLXW�
violation of Indigenous Peoples, including extrajudicial killings, mass displacement, etc. 
However, even after democratic opening in 2015, Indigenous communities continued facing 
challenges to their rights, including to their land and resource rights, with earlier or newly 
approved extractive and other projects in their territories. Following the recent military coup 
in February 2021, prospects for overall human rights situation in the country appear dim. 

Lao PDR
As per the Lao PDR’s 2015 Constitution, all ethnic groups have the right to protect, 

TVIWIVZI�ERH�TVSQSXI�XLI�ƼRI�GYWXSQW�ERH�GYPXYVIW�SJ�XLIMV�S[R�XVMFIW�ERH�SJ�XLI�REXMSR��
and acts creating division and discrimination among ethnic groups are prohibited. The State 
pursues the policy of promoting unity and equality among all ethnic groups and implements 
every measure to gradually develop and upgrade the socio-economic levels of all ethnic 
groups (Article 8). The 2003 Land Law states that land of the Lao PDR is under the ownership 
of Lao population, in which the State is charged with centralized and uniform management 
and allocation of land for use, lease or concession.7 While the law recognizes permanent 
ERH� XIQTSVEV]� PERH�YWI� VMKLXW� JSV� MRHMZMHYEPW�� MX� JEMPW� XS�HIƼRI�GSQQYREPP]�LIPH� VMKLXW�SJ�
Indigenous communities.8 The 2018 Law on Resettlement and Vocation allows for “general 
resettlement” of communities residing in “remote and underdeveloped areas”, which 

�� �'RQQD�*XHVW��%ULHÀQJ�3DSHU��,QGLJHQRXV�3HRSOHV·�5LJKWV�DQG�%XVLQHVV�LQ�0\DQPDU� 2016, available at: https://
WKHPLPX�LQIR�VLWHV�WKHPLPX�LQIR�ÀOHV�GRFXPHQWV�3DSHUB,QGLJHQRXVB3HRSOHVB5LJKWVB%XVLQHVVBLQB
0\DQPDUB)HE����B(1*�SGI 

�� �,QWHUQDWLRQDO�:RUN�*URXS�IRU�,QGLJHQRXV�$IIDLUV��,QGLJHQRXV�3HRSOHV�DQG�ODQG�ULJKWV�LQ�0\DQPDU� 2020, available 
at: https://www.iwgia.org/en/myanmar/3904-indigenous-peoples-and-land-rights-in-myanmar.html 

7  Manushya Foundation and AIPP, /DR�835�)DFWVKHHW�RQ�,QGLJHQRXV�3HRSOHV·�5LJKWV, January 2020, available at: 
https://www.manushyafoundation.org/lao-pdr-upr-factsheets

�� �,:*,$��,QGLJHQRXV�:RUOG�������/DRV, 11 May 2020, available at: https://www.iwgia.org/en/laos/3604-iw-2020-
laos.html 
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expands the government’s authority to relocate communities, especially ethnic groups, to 
suit development projects and business investments.9 

8LI�+SZIVRQIRX�MR�1EVGL������EHSTXIH�E�(IGVII�SR�)XLRMG�+VSYTW��[LMGL�MRGPYHIW�
provisions to enforce comprehensive support to ethnic groups in rural areas, such as access 
to infrastructure, educa tion, health, information, justice and gender. However, the Decree 
neither addresses the rights of Indigenous Peoples to their lands, resources and traditional 
livelihoods nor ensures education in different ethnic languages. Some provisions could even 
worsen the situation of Indigenous ethnic groups as the Decree advises “to resettle ethnic 
groups that live in the hardship and undeveloped areas, risky livelihoods areas, development 
project-affected areas, and special areas to areas that can be developed and create 
appropriate permanent jobs and employment”.10

Thailand
The 2017 Constitution of Thailand states that the State should promote and provide 

protection for different ethnic groups to have the right “to live voluntarily and peacefully 
without disturbances in the society according to their culture, custom and traditional ways 
of life, insofar as it is not contrary to public order or good morals of people, or does not 
harm the security of the State, health or sanitation” (Section 70). The Constitution did away 
with the reference to “traditional communities” in the earlier Constitution but has continued 
provisions for rights of communities, including to conserve, revive or promote their culture, 
tradition and good customs; as well as to manage, maintain and utilize natural resources, 
environment and biodiversity in a balanced and sustainable manner (Section 43). 

Despite recent positive legal and policy reforms in relation to the Nationality Act, many 
people belonging to Indigenous groups still face challenges to obtain citizenship and remain 
stateless, which continues as a major problem. Those without citizenship or other legal status 
are also denied access to basic services and fundamental rights and freedoms. Further, laws, 
including Land Code (1954), Forest Act (1941), National Park Act (1961), National Reserved 
Forest Act (1964), Wild Animal Preservation and Protection Act (1992), limit the rights of 
Indigenous communities to their lands and resources, particularly to forests in protected 
areas. The 2014 military junta orders related to ending deforestation and encroachment on 
forest reserves have also resulted in large number of forced evictions. At the same time, the 
2019 amendments to the National Park and Wildlife Preservation and Protection Acts have 
also been contentious with the forest dependent communities and their groups.11 Although 
the recently adopted Community Forest Act can be considered somewhat positive to provide 
for community forest management, the law is inadequate and does not meet international 
standards of Indigenous rights.12

)EVPMIV��MR�������XLI�KSZIVRQIRX�EHSTXIH�XLI�6IKYPEXMSR�SJ�XLI�4VMQI�1MRMWXIVƅW�3ƾGI�
on the issuance of Community Land Title Deeds to provide for communities’ management 
of State-owned lands for their livelihoods with land-use permits. However, as of 2012, more 
than 400 local communities were in waiting for community land title deeds, and only 55 

9 See Lao PDR country chapter below
10� �,:*,$��,QGLJHQRXV�:RUOG�������/DRV, 11 May 2020, available at: https://www.iwgia.org/en/laos/3604-iw-2020-

laos.html
11� �,QGLJHQRXV�:RPHQ·V�1HWZRUN�RI�7KDLODQG��,:17��DQG�0DQXVK\D�)RXQGDWLRQ��5DLVLQJ�2XU�9RLFHV�WR�6DYH�2XU�

)XWXUH, September 2019, available at: https://www.manushyafoundation.org/iwnt-report
12  Prabindra Shakya, 6WXG\�RQ�WKH�1DWLRQDO�/HJDO�DQG�3ROLF\�)UDPHZRUN�RQ�WKH�5LJKWV�RI�,QGLJHQRXV�3HRSOHV�LQ�7KDLODQG��

$,33���IRUWKFRPLQJ� 
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community land titles were approved.13 Similarly, the 2010 Cabinet Resolutions on the 
Restoration of Traditional Practices and Livelihoods of Chao Lay and Karen in Thailand 
include measures related to ethnic identities and cultures, natural resources management, 
right to nationality, cultural heritage preservation, and education for those groups. However, 
the implementation of these resolutions has so far been slow and ineffective because 
of, among others, bureaucratic obstacles and political instability, lack of awareness of 
concerned government agencies, the need for coordination across different ministries and 
the low budget allocated for the activities.14

Vietnam
Vietnam’s 2013 Constitution refers to Indigenous Peoples as ‘’ethnic minorities”. 

It recognizes the right of every ethnic group to use their own language and writing, to 
TVIWIVZI�XLIMV�IXLRMG� MHIRXMX]�ERH�XS�RYVXYVI�XLIMV�ƼRI�GYWXSQW��XVEHMXMSRW�ERH�GYPXYVI��ERH�
the State obligation to provide the conditions for the development of ethnic minorities. The 
+SZIVRQIRX�LEW�EHSTXIH�E�RYQFIV�SJ�WTIGMƼG�TVSKVEQW�XEVKIXMRK�IXLRMG�QMRSVMXMIW�MR�SVHIV�
to bridge existing social and economic gaps between them and the rest of the population. 
It has also established two dedicated bodies to deal with ethnic minority issues, namely the 
National Assembly’s Council on Ethnic Minorities and the ministerial Committee for Ethnic 
Minority Affairs. The policies adopted have, however, been seen to be aimed at integrating 
ethnic minorities into mainstream society rather than enabling them to strengthen their own 
institutions.15

Despite government programs targeting ethnic minorities over the years, they are 
WXMPP� WMKRMƼGERXP]� TSSVIV� XLER� XLI� QENSVMX]� TSTYPEXMSR�� 3R� XLI� SXLIV� LERH�� LYQER� VMKLXW�
organizations report frequent harassment of Indigenous communities by the State authorities 
for speaking about their rights or merely criticizing the government’s actions or the Party. 
Some Indigenous communities, such as the Montagnards, are also persecuted due to their 
history, ethnicity or their religious beliefs.16 

13 Ibid
14� �,:*,$��,QGLJHQRXV�:RUOG�������7KDLODQG��2016, available at: https://www.iwgia.org/images/publications/0740_

7+(B,1',*(1286B25/'B����BÀQDOBHE�SGI�
15  Stefania Errico, 7KH�ULJKWV�RI�LQGLJHQRXV�SHRSOHV�LQ�$VLD��D�KXPDQ�ULJKWV�EDVHG�RYHUYLHZ�RI�QDWLRQDO�OHJDO�DQG�SROLF\ 

IUDPHZRUNV�DJDLQVW�WKH�EDFNGURS�RI�FRXQWU\�VWUDWHJLHV�IRU�GHYHORSPHQW�DQG�SRYHUW\�UHGXFWLRQ, ILO, 2017, available at: https://
ZZZ�LOR�RUJ�JOREDO�SXEOLFDWLRQV�:&06B�������ODQJ��HQ�LQGH[�KWP�

16 See the Vietnam country report below for more information
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advocacy and mobilization. Digital technologies have opened new avenues for recording and 
reporting abuses of rights. For example, the Prey Lang Community Network in Cambodia, 
a loosely structured network of Indigenous Kouy and Khmer villagers, has used a specially 
designed app with a security component to document illegal logging since 2015. The app 
allows IEHRDs and villagers to report and record threats, intimidation and violence related to 
their forest protection activities, combined with relevant data drawn to assess the situation 
faced by members. 19

On the other hand, the governments of the Mekong countries have also been expanding 
XLIMV�GSRXVSP�SZIV� XLI�G]FIVWTEGI�XS�WXMƽI�SRPMRI�JVIIHSQ�SJ�I\TVIWWMSR�ERH�TVMZEG]��8LI]�
have begun cracking down on online activism critical of the government and its activities 
XLVSYKL� YWI� SJ� I\MWXMRK� PE[W� ERH� TSPMGMIW� EW� [IPP� EW� EHSTXMSR� SJ� RI[� SRIW�� WTIGMƼGEPP]�
on cybersecurity. While the countries already had legal restrictions on the enjoyment of 
fundamental rights to freedom of expression, association and peaceful assembly, they have 
adopted new laws and policies that further empower governments and their agencies to 
limit access to information through blocking or censorship of online content, monitor online 
communications and criminalize online speech on various grounds. 

In Cambodia, for example, before the 2018 national elections, 17 news websites were 
blocked for 48 hours due to alleged “provocative” and “very political” news coverage.20 Amid 
the COVID-19 pandemic, the government blocked Monoroom.info, a France-based Khmer-
language news in March 2020 for reporting on the COVID-19 situation.21 It also revoked 
licenses of several news outlets due to their reporting on issues such as land disputes and 
COVID-19 that was critical of the government while there are also reports of individuals made 
to take down critical online content after pressure from the police. 22 

Likewise, Vietnam’s Department of Information and Communications investigated 
QSVI�XLER�����TISTPI�ERH�ƼRIH�QSVI�XLER�����TISTPI�JSV�WLEVMRK�EPPIKIH�ƈQMWMRJSVQEXMSRƉ�MR�
relation to COVID-19, which they were also forced to delete. Additionally, 47 bloggers, human 
rights defenders and journalists were arrested for their online activities and placed in pre-trial 
detention. The number of prisoners of conscience in the country also reached the highest in 
2020 to 170 – among them, at least 69 were imprisoned due to online activism and 30 were 
women. 23 

In above contexts, the IEHRDs and their communities in the Mekong countries are 
currently facing risks and challenges, which are also extended in the cyberspace. Some 
representative IEHRDs in the region, who are experiencing reprisals for their works in the 
SRPMRI�ERH�SƿMRI�WTEGIW��MRGPYHI24: 

19� �3UH\�/DQJ�&RPPXQLW\�1HWZRUN��3/&1���7KH�VWDWXV�RI�3UH\�/DQJ. �WK�0RQLWRULQJ, 2019, available at: https://
preylang.net/wp-content/uploads/2019/01/7th-Monitoring-Report.pdf 

20  Committee to Protect Journalists, &3-�FRQGHPQV�SUH�HOHFWLRQ�QHZV�FHQVRUVKLS�LQ�&DPERGLD���� July 2018, available at: 
https://cpj.org/2018/07/cpj-condemns-pre-election-news-censorship-in-cambo/ 

21� �5HSRUWHUV�ZLWKRXW�%RUGHUV��&DPERGLD��+XQ�6HQ�XVHV�&RYLG����FULVLV�WR�WLJKWHQ�KLV�JULS, 9 April 2020, available at: 
https://rsf.org/en/news/cambodia-hun-sen-uses-covid-19-crisis-tighten-his-grip 

22� �)UHHGRP�+RXVH��)UHHGRP�RQ�WKH�1HW��&DPERGLD, 2020, available at: https://freedomhouse.org/country/cambodia/
freedom-net/2020#footnoteref3_890of4y; Phnom Penh Post, 5DSSHU�'HOHWHV�6RQJ�&ULWLFDO�RI�&DPERGLDQ�6RFLDO�
,VVXHV� 20 May 2019, available at: https://www.phnompenhpost.com/national/rapper-deletes-song-critical-
cambodian-social-issues

23  See Vietnam country chapter below.
24� �0RUH�LQIRUPDWLRQ�RQ�PRVW�RI�WKH�,(+5'V�DQG�WKH�FKDOOHQJHV�WKH\�DUH�IDFLQJ�LQ�UHODWLRQ�WR�F\EHUVHFXULW\�DUH�

described in the respective country chapters. 
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 г �)XLRMG�&YRSRK�EGXMZMWX�/VSIYRK�8SPE�SJ�'EQFSHME��[LS�MW�GYVVIRXP]�JEGMRK�GVMQMREP�
charges of defamation for online criticism of the local district governor for clearing 
protected forests – he is planning to appeal against the charges; 

 г Three environmental defenders with the Mother Nature Cambodia, who await 
trial in detention, after their bail requests were denied by the court, on charge of 
“incitement to commit a felony or cause social unrest” based on a Facebook post 
regarding plan for a one-person march to the Prime Minister’s residence to call for 
ER�IRH�XS�XLI�I\TPSMXEXMSR�SJ�XLI�&SIYRK�8EQSO�0EOI�

 г Karen woman human rights defender Naw Ohn Hla in Myanmar, who has been 
jailed more than at least eight times since 1989 for her activism, including in 
pro-democracy protests, against killing of a local woman during demonstration 
against Chinese copper mining and recently for commemoration of Karen Martyrs’ 
Day in 2019;

 г Environmental and woman human rights defender Houayheuang Xayabouly 
ƈ1YE]Ɖ�SJ�0ES�4(6��[LS�MW�TVIWIRXP]�WIVZMRK�LIV�ƼZI�]IEV�TVMWSR�WIRXIRGI�JSV�XLI�
offence of “conducting propaganda activities against Lao PDR” due to her online 
criticisms of the government authorities, including in relation to their mishandling 
of the 2018 dam collapse at the Xe-Pian Xe-Namnoy hydropower project;

 г /EVIR� IRZMVSRQIRXEP� ERH� GSQQYRMX]� EGXMZMWX� 4SVPENII� ƈ&MPP]Ɖ� 6EOGLSRKGLEVSIR�
of Thailand, who was disappeared in 2014 in relation to his advocacy against 
destruction of houses and forced evictions of Karen communities living in Kaeng 
/VEGLER�2EXMSREP�4EVO��ERH�VIGIRXP]�TVSZIR�EW�QYVHIVIH�ƼZI�]IEVW�PEXIV���

 г Four students of Thailand’s Maejo University, who are facing defamation charges 
from the mining company 99 Tuwanon Co. Ltd. after they published their studies 
on impact of coal mining on Karen communities in Chiang Mai’s Omkoi district on 
Prachatai online website exposing how the locals were manipulated to sell their 
land to the company without knowledge and later threatened to stay silent;

 г Environmental human rights defender Nguyen Ngoc Anh of Vietnam, who received 
six-year jail term in 2019 for reporting on Taiwanese company Formosa Plastics 
+VSYTƅW� XS\MG� [EWXI� WTMPP� MRXS� STIR� SGIER�� EW� [IPP� EW� (MRL� 8LM� 8L]� 8LY]�� [LS�
remains in pre-trial detention for sharing her opinions on Facebook on the Formosa 
environmental disaster, environmental issues in her hometown, government’s 
handling of the COVID-19 pandemic, etc.

Women IEHRDs and Indigenous women face greater vulnerability to the risks and 
reprisals due to their activism to defend their rights, including in the online sphere. Deeply 
embedded gender biases rooted in patriarchal beliefs and practices in Mekong countries 
impact the way women are able to engage publicly.25 That also particularly affect their 
access to digital tools, including for women IEHRDs, whereby men in their lives often act 
as the gatekeepers of those tools. Studies show that barriers to owning and using a mobile 
phone to access the internet include affordability, literacy skills, and security and safety while 
gender norms perpetuate the inequality against women in the cyberspace.26 Indigenous 

25  Mia Chung and Pyrou Chung, 0HNRQJ�ZRPHQ�LQ�RSHQ�GDWD, 2020, available at: https://data.
opendevelopmentmekong.net/dataset/mekong-women-in-open-data/resource/74805dc6-d1e8-44a3-8290-
e31d5da5f070 

26� �*60�$VVRFLDWLRQ��7KH�0RELOH�*HQGHU�*DS�5HSRUW�����, February 20, 2019, available at: https://www.gsma.com/
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women, particularly in the remote areas, will have even little access to such tools and online 
platforms. At the same time, women IEHRDs are more likely to suffer gender-based violence 
such as sexual harassment, assault and rape. That also extends to the cyberspace, whereby 
they are subjected to online harassment and abuse in lack of effective legal protections 
and knowledge of digital security measures. In Myanmar, women human rights defenders 
have reported of regular gender-based intimidation and threats of violence online, including 
cyberstalking, phishing, hacking and attempts for character assassination. 27

Furthermore, besides blocking or censorship of content, monitoring of communi-
cations and criminalization of speech in online platforms with the use of various laws 
and policies, there are also reports of State-sponsored disinformation and hate speech in 
cyberspace targeting government critics, human rights defenders and journalists in Mekong 
countries. For example, in Thailand, the Army’s Internal Security Operations Command has 
been carrying out Information Operations (IOs) to conduct cyber warfare against activists, 
politicians and academics by funding military-linked accounts publishing posts, stories and 
articles critical of them, as well as manipulating information and disseminating hate speech. 
The IOs aim to defame, disqualify and destroy the legitimacy and reputation of the civil society 
organizations, activists, and communities organizing protests against the government.28  
A case in point is the online harassment of Pinappa “Muenoor” Prueksapan, wife of Karen 
EGXMZMWX�4SVPENII� ƈ&MPP]Ɖ�6EOGLSRKGLEVSIR�[LS�[EW�HMWETTIEVIH�ERH�QYVHIVIH�HYI� XS�LMW�
advocacy for the rights of communities in the Kaeng Krachan National Park, in response to 
E�*EGIFSSO�TSWX�QEHI�SJ�LIV�MR�.ERYEV]�������8LI�TSWX�[EW�ƽSSHIH�[MXL�E�PEVKI�RYQFIV�
of negative comments from the accounts of the IOs that denounced Muenoor and despised 
the Indigenous Karen people.29 In another Facebook post containing a video of the protest 
by Indigenous Karen communities of the Kaeng Krachan National Park that took place on 
���*IFVYEV]������ MR� JVSRX�SJ� XLI�92� MR�&ERKOSO��GSQQIRXW� JVSQ�XLI�EGGSYRXW�SJ� XLI� -3W�
WXMKQEXM^IH�/EVIR�TISTPI�ERH�XLIMV�HIJIRHIVW�F]�VIJIVVMRK�XS�XLIQ�EW�ƈEPMIRW�JVSQ�&YVQEƉ��
ƈ8LEM�TIVWSR�[MXL�E�&YVQIWI�LIEVXƉ�ERH�XLSWI�[LS�SVKERM^IH�VEPPMIW�XS�ƈIEVR�QSRI]Ɖ�30 

The Vietnamese government has also reportedly been carrying out massive 
online surveillance as well as monitoring and trolling of individuals deemed critical of the 
government through “public opinion shapers” such as “Force 47” that act under the authority 
of the Department of Propaganda since 2013. For example, in January 2020, in course of 
a land dispute in Dong Tam nearby Hanoi, confrontations between the villagers and the 
TSPMGI�VIWYPXIH�MR�HIEXLW�SJ���SƾGIVW�ERH�ER����]IEV�SPH�ZMPPEKI�PIEHIV��[LMGL�[IRX�ZMVEP�SR�
social media. The government suspended both internet and telephone networks to restrict 
information sharing and deployed the cyber army of Force 47 to block and counter social 
media critical of the way authorities handled the situation. Facebook was also seemingly 
MRZSPZIH� MR� GIRWSVMRK� EGGSYRXW� WYGL� EW� MR� XLI� GEWI� SJ� &YM� :ER� 8LYER�� [LS� VIGIMZIH� E�

mobilefordevelopment/resources/mobile-gender-gap-report-2019/; Mia Chung and Pyrou Chung, 0HNRQJ�
ZRPHQ�LQ�RSHQ�GDWD, 2020, available at: https://data.opendevelopmentmekong.net/dataset/mekong-women-in-
open-data/resource/74805dc6-d1e8-44a3-8290-e31d5da5f070

27� �)UHH�([SUHVVLRQ�0\DQPDU��'DULQJ�WR�GHI\�0\DQPDU·V�SDWULDUFK\, December 2018, available at: https://
IUHHH[SUHVVLRQP\DQPDU�RUJ�ZS�FRQWHQW�XSORDGV���������GDULQJ�WR�GHI\�P\DQPDUV�SDWULDUFK\�SGI�

28  Australian Institute of International Affairs, $UH�7KH�7KDL�$UP\·V�,QIRUPDWLRQ�2SHUDWLRQV�6HOI�'HIHDWLQJ", available 
at: https://www.internationalaffairs.org.au/australianoutlook/are-the-thai-armys-information-operations-
self-defeating/���%DQJNRN�3RVW��,VRF�VD\V�¶F\EHU�ZDU·�RQO\�RQ�IDNH�QHZV, 28 February 2020, available at: https://www.
bangkokpost.com/thailand/general/1867154/isoc-says-cyber-war-only-on-fake-news 

29 ǰÙößĆéúċÖ Facebook post, 25 January 2020, available at: https://www.facebook.com/komchadluek/
posts/10158258701529668 ; 

30� �7KH�5HSRUWHUV��)DFHERRN�SRVW����)HEUXDU\�������DYDLODEOH�DW��KWWSV���ZZZ�IDFHERRN�FRP�7KH5HSRUWHUV7+�
videos/888345671952642 
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SJ�XLIMV�[SVO�ERH�SYXPMRIW�WSQI�WTIGMƼG�HYXMIW�SJ�7XEXIW�ERH�XLI�VIWTSRWMFMPMXMIW�SJ�IZIV]SRI�
with regard to defending human rights, in addition to explaining its relationship with national 
laws.

All Mekong States voted in favor of adoption of the UN Declaration on the Rights 
SJ� -RHMKIRSYW�4ISTPIW� EX� XLI�92�+IRIVEP�%WWIQFP]� MR� ������ 8LI�(IGPEVEXMSR� IWXEFPMWLIW�
a universal framework of minimum standards for the survival, dignity and well-being of the 
Indigenous Peoples of the world and it elaborates on existing human rights standards and 
JYRHEQIRXEP�JVIIHSQW�EW�XLI]�ETTP]�XS�XLI�WTIGMƼG�WMXYEXMSR�SJ�-RHMKIRSYW�4ISTPIW��2SRI�
SJ� XLI�GSYRXVMIW�LEW� VEXMƼIH� -RHMKIRSYW�ERH�8VMFEP�4ISTPIW�'SRZIRXMSR������� �2S������SJ�
the International Labour Organization (ILO), which is the only international treaty dealing 
exclusively with the rights of these peoples.

National laws 
Constitutions of all Mekong countries recognize the fundamental rights of their 

citizens or persons, including to freedom of opinion and expression, press, assembly and 
association, as well as right to access information and to privacy as per their laws. The Thai 
'SRWXMXYXMSR�EPWS�EƾVQW�RSX�SRP]� XLI� VMKLXW�SJ�E�TIVWSR�FYX�EPWS�GSQQYRMXMIW� XS�EGGIWW�
public data or information and participation in decision-making affecting them. However, 
WMKRMƼGERX� VIWXVMGXMSRW�EVI� MQTSWIH�SR� XLSWI� VMKLXW� MR� XLI�GSRWXMXYXMSRW�SV� XLI�GSRGIVRIH�
laws in the name of maintaining national security, interests or unity, public order and morals, 
protecting the honor or rights of other persons, good customs of society and community 
peace. For example, in Cambodia, the 2018 constitutional amendments require that 
individuals and political parties “shall primarily uphold the national interest” and “shall not 
conduct any activities which either directly or indirectly affect the interests of the Kingdom of 
Cambodia and of Khmer citizens.” The broad and vague legal restrictions on the exercise of 
the fundamental rights and their applications to criminalize the legitimate works of IEHRDs 
and other HRDs in Mekong countries contravene international human rights standards. 
Some relevant key and representative laws – existing or proposed – in the Mekong countries 
are discussed below, which are analysed in detail in the respective country chapters in this 
report.

Criminal/Penal Codes

The Criminal Codes in Cambodia, Lao PDR, Thailand and Vietnam and the 
Penal Code in Myanmar include vague and broadly formulated offenses and harsh 
penalties for those offenses that result in restrictions on freedom of expression 
�FSXL�SRPMRI�ERH�SƿMRI��EWWIQFP]�ERH�SXLIV�JYRHEQIRXEP�JVIIHSQW��8LSWI�MRGPYHI�
provisions related to defamation, libel/slander and/or public insult in the Criminal 
Codes of Cambodia, Lao PDR and Thailand and in the Penal Code of Myanmar, which 
are routinely used to target those reporting on human rights abuses at the hands of 
the State authorities or businesses. 

%� GEWI� MR� TSMRX� MW� XLI� HIJEQEXMSR� GEWI� ƼPIH� YRHIV� XLI� 'VMQMREP� 'SHI� F]�
8LEMPERHƅW� TYFPMG� TVSWIGYXSV� ERH� E� TYFPMG� SƾGMEP� EKEMRWX� ER� -RHMKIRSYW� /EVIR�
GSQQYRMX]�PIEHIV��1V�;YXL�&SSRPIVX�JSV�WLEVMRK�E�TSWX�[VMXXIR�F]�E�VIXMVIH�REXMSREP�
TEVO�IQTPS]II��MR�[LMGL�LI�GVMXMGM^IH�WSQI�KSZIVRQIRX�SƾGMEPW�JSV�XVIWTEWWMRK�MRXS�
a preserved forest area to construct a resort. It was only after long court processes 
that the Court dismissed the case in November 2019 noting that Wuth’s sharing of 
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the post constituted fair comment on person subjected to public criticism and thus 
not defamation, which was also upheld by the Court of Appeals in 2020.35 Also, 
two IEHRDs and six Karen community members from Omkoi district in Chiang Mai 
Province were sued by a local mining company for defamation under the Criminal 
Code for reading out a statement and making a speech against the coal mine at a 
protest in June 2019.36 These incidents demonstrate how criminal provisions on 
HIJEQEXMSR� EVI� YWIH� XS� GYVF� FSXL� SRPMRI� ERH� SƿMRI� JVIIHSQ�SJ� I\TVIWWMSR� SJ� XLI�
IEHRDs, including to harass them and wear them out even through legal proceedings. 

In Cambodia’s Criminal Code, there are also provisions criminalizing “incitement 
to commit a felony”, which are frequently used against the IEHRDs and others. In 
December 2019, the provisions were used to charge a journalist Sath Chanbuth, along 
with allegation of defamation, for releasing a video online in which he interviewed 
ten Indigenous families about an alleged land dispute in O’Raing district. Chanbuth 
rejected the allegations when he was summoned at the court and the case is still 
ongoing.37 

In Myanmar, the military junta recently introduced new offences, including on 
knowingly spreading “fake news” in the Penal Code, along with the amendments to 
the provisions on sedition and high treason. Lao PDR’s Criminal Code also contains 
provisions criminalizing “propaganda against the state”; cooperation of Lao citizens 
with foreigners or foreign organizations to undermine the independence, sovereignty, 
territorial integrity or basic political, defense, security, economic or sociocultural 
interests of the Lao PDR; and organizing or participating in a group for the purpose 
of protests with the view of causing turmoil that can result in social damage. The 
government has used such criminal charges, for example, for the detention of three 
activists, Ms. Lodkham Thammavong, Mr. Soukane Chaithad and Mr. Somphone 
Phimmasone, in 2017 that the UN declared as an arbitrary detention. They were 
detained for publishing posts on Facebook in which they criticized the government 
in relation to corruption, deforestation and human rights violations. They were 
charged with acts of “betrayal towards the nation”, “propaganda against the state” 
and “gathering for the purpose of causing turmoil” under the 2005 Criminal Code and 
were sentenced for 12, 16 and 20 years in prison respectively.38 

Similarly, in Vietnam, the provisions on sharing distorted information about the 
government; inciting, persuading or gathering people for opposing it and disrupting 
national security; and abuse of democratic freedoms are the most widely used to 
clamp down on dissent. 

Further, the Criminal Codes of Cambodia and Thailand contains provisions 
on lèse-majesté, which are used to criminalize any criticism or opposition of the 

35� �7KH�&ROXPELD�/DZ�6FKRRO�+XPDQ�5LJKWV�,QVWLWXWH��*RYHUQPHQW�RI�7KDLODQG�	�&KDLZDW�/LPOLNKLWDNVRUQ�Y�:XWK�
%RRQOHUW�	�6DPDN�'RQQDSHH, July 2020, available at: https://cfj.org/wp-content/uploads/2020/07/Fairness-
5HSRUW�RQ�WKH�7ULDOV�RI�:XW�%RRQOHUW�DQG�6DPDN�'RQQDSHH�LQ�7KDLODQG�SGI

36 �,3+5'V�7KDLODQG��6/$33�$JDLQVW�,3+5'V�DW�2PNRL�'LVWULFW, 8 April 2020, available at: http://www.
eihrdthailand.net/blog/news/øć÷ÜćîÿëćîÖćøèŤúąđöĉéÿ����7/+5� ÝćÖ×ïüîÙĆéÙšćîđĀöČĂÜĒøŠĂöÖţĂ÷ǰÿĎŠÖćøëĎÖôŜĂÜ
ÙéĊðŗéðćÖ×ĂÜĒÖîîĞćßćüïšćî, 25 October 2019, available at: https://tlhr2014.com/archives/14207

37  Phnom Penh Post, 0RQGXONLUL�UHSRUWHG�TXHVWLRQHG�IRU�GHIDPDWLRQ��LQFLWHPHQW, 3 December 2019, available at: https://
www.phnompenhpost.com/national/mondulkiri-reporter-questioned-defamation-incitement 

38� �+XPDQ�5LJKWV�&RXQFLO��:RUNLQJ�*URXS�RQ�$UELWUDU\�'HWHQWLRQ�� 
2SLQLRQ�1R����������FRQFHUQLQJ�/RGNKDP�7KDPPDYRQJ��6RPSKRQH�3KLPPDVRQH�DQG�6RXNDQ�&KDLWKDG��/DR�3HRSOH·V�
'HPRFUDWLF�5HSXEOLF�, 15 September 2017, available at: https://www.ohchr.org/Documents/Issues/Detention/
2SLQLRQV�6HVVLRQ���$B+5&B:*$'B����B���SGI
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monarchy in those countries – more so in Thailand than in Cambodia. Although the 
lèse-majesté law has been used less frequently in Thailand in recent years, critics of 
monarchy continue to face prison under other laws.39 

Laws on Peaceful Assembly and Association

Mekong countries have adopted or are in the process of adopting various laws 
that place unnecessary and disproportionate restrictions on rights to freedom of 
peaceful assembly and association, which are concerning for the IEHRDs and other 
defenders. For example, the 2009 Law on Peaceful Demonstrations in Cambodia 
TVSZMHIW� JSV� WXVMRKIRX� VIUYMVIQIRXW� SJ� TVMSV� RSXMƼGEXMSR� XS� XLI� EYXLSVMXMIW� FIJSVI�
public demonstrations, caps the maximum number of attendees to two hundred 
for an impromptu gathering and even allows the authorities to break up or monitor 
meetings, trainings and protests deemed hostile to the government. Cambodia’s draft 
0E[�SR�4YFPMG�3VHIV� VIPIEWIH� MR� �����IZIR� VITPEGIW�TVMSV� RSXMƼGEXMSR�TVSZMWMSR�SJ�
the Law on Peaceful Demonstrations with prior authorization requirement for “use of 
public spaces” in the name of maintaining “public order”. 

Similarly, the 2015 Public Assembly Act of Thailand gives authorities sweeping 
powers to ban public assemblies on vague and arbitrary grounds. It prohibits 
public assembly near or in the locations such as royal palaces and residences, the 
2EXMSREP�%WWIQFP]��+SZIVRQIRX�,SYWI��ERH� XLI�8LEM�GSYVXW��1SWX�TVSFPIQEXMGEPP]��
the law imposes criminal penalties for vaguely worded “duties” of both organizers 
and participants of public assembly, including a duty not to cause “unreasonable 
inconvenience” to any person. In Vietnam, the 2005 Decree No. 38 bans gatherings 
outside state agencies and public buildings, as well as all protests deemed to interfere 
with the political activities or the State or the Party. The Public Security Circular 
��������88�&'%� XLEX� WIVZIW� EW� MQTPIQIRXMRK� KYMHIPMRIW� XS� XLI� (IGVII� JSVFMHW�
KEXLIVMRKW�SJ�QSVI�XLER�ƼZI�TISTPI�[MXLSYX�TVMSV�WXEXI�ETTVSZEP��8LI�VIKYPEXMSRW�[IVI�
used to repress the 2018 demonstrations against the Special Economic Zones and 
Cybersecurity Law drafts in the country. 

8LI� ����� 0E[� SR� %WWSGMEXMSR� ERH� 2SR�+SZIVRQIRXEP� 3VKERM^EXMSRW� MR�
Cambodia and the 2009 Decree on Associations in Lao PDR tighten controls and 
VIWXVMGXMSRW� SJ� XLI� EYXLSVMXMIW� SR� XLI� 2+3W�'73W�� MRGPYHMRK� GSQQYRMX]�FEWIH�
organizations. They confer broad and intrusive powers to the governments to regulate 
XLI�STIVEXMSR�SJ�2+3W�'73W�� MRGPYHMRK�XLVSYKL�WXVMGX� MRWTIGXMSR�ERH�QSRMXSVMRK�SJ�
XLIMV�EGXMZMXMIW�ERH�ƼRERGIW��ERH�IZIR�WYWTIRH�XLIMV�EGXMZMXMIW�JSV� JEMPMRK� XS�GSQTP]�
with the regulations. 

Information and Media-related laws

While the Mekong countries in their Constitutions guarantee right to access 
information and freedom of press, the relevant laws and policies are not aligned with 
those rights. In Vietnam, the Law on Access to Information denies citizens’ access to 
information deemed to be harmful to State interests, national defense and security. At 

39  Prachatai, 30�VD\V�UR\DO�PHUF\�VWRSSHG�XVH�RI�OqVH�PDMHVWp�ODZ, 16 June 2020, available at: https://prachatai.com/
english/node/8592; 7KH�5HXWHUV��([SODLQHU��7KDLODQG·V�OHVH�PDMHVWH�ODZ����$XJXVW�������DYDLODEOH�DW� https://
ZZZ�UHXWHUV�FRP�DUWLFOH�XV�WKDLODQG�SURWHVWV�PRQDUFK\�H[SODLQHU�LG86.&1����4��
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the same time, it grants the State authority to punish activists and journalists sharing 
any information considered critical or defamatory to the State. 

-R�������XLI�1]ERQEV�KSZIVRQIRX�TVSTSWIH�E�6MKLX�XS�-RJSVQEXMSR�&MPP��[LMGL�
was considered a step in positive direction to increase government transparency 
and accountability despite some weaknesses in the bill. However, the bill has not yet 
been adopted. The Cambodian government has also committed to adopt a Law on 
Access to Information. However, the draft Law contains a number of shortcomings, 
WYGL�EW�JEMPYVI�XS�HIƼRI�XLI�X]TI�SJ�MRJSVQEXMSR�ERH�MRWXMXYXMSRW�XS�[LMGL�MX�ETTPMIW��
lack of effective oversight mechanisms with full power granted to the executive 
branch to resolve appeals for requests for information, and overly broad exceptions 
to disclosure by public authorities. 

On the other hand, in Lao PDR, the State controls over the media with the Media 
Act 2008 amended in 2016 and the 2015 Decree on Management of Foreign Media, 
which impose restrictions to ensure strict adherence to and promotion of government 
policy. The Decree also contains provisions on prior censorship, the requirements on 
registration and prior approval, as well as obligations of foreign media to abide by 
the traditions and culture of the Lao PDR. For example, in 2018, following the dam 
collapse at the Xe-Pien Xe-Namnoy hydropower project that resulted in approximately 
7,000 people displaced, 43 people reported dead and 28 missing,40 the Prime Minister 
issued a warning letter to all Lao citizens to not believe the misinformation of the 
foreign media and social media and instead to only trust information shared by state-
owned media.41 A National Investigation Committee was established to analyse the 
cause of the dam collapse to the government, which later submitted a report but the 
ƼRHMRKW�[IVI�RIZIV�VIPIEWIH�MR�JYPP�XS�XLI�TYFPMG�42

Likewise, Vietnam’s 2016 Press Law states the press to constitute the “voice 
of the Party, of the State and social organizations” while the 2011 Decree No. 2 
authorizes the State to punish journalists and bloggers for various activities and 
FILEZMSVW�� MRGPYHMRK� JSV�YWMRK�E�TWIYHSR]Q� XS�TYFPMWL�� 0MOI[MWI�� XLI�&VSEHGEWXMRK�
ERH�8IPIZMWMSR�&YWMRIWW�%GX� MR� 8LEMPERH� IQTS[IVW� XLI�2EXMSREP�&VSEHGEWXMRK� ERH�
Telecommunications Commission to suspend or revoke the licenses of radio or 
television operators broadcasting content deemed false, defamatory to the monarchy, 
harmful to national security or critical of the government. 

Laws related to State of Emergency

Mekong States have used the pretext of combatting the COVID-19 pandemic 
to further curtail fundamental freedoms, including to expression and assembly. 
For example, Cambodia adopted the Law on Management of the Nation in a State 
of Emergency, which grants sweeping powers to the authorities without judicial 

40� �2+&+5��-RLQW�/HWWHU�IURP�:RUNLQJ�*URXS�RQ�EXVLQHVV��6SHFLDO�5DSSRUWHXU�RQ�HQYLURQPHQW� 
6SHFLDO�5DSSRUWHXU�RQ�KRXVLQJ��6SHFLDO�5DSSRUWHXU�RQ�LQGLJHQRXV�SHRSOHV��6SHFLDO�5DSSRUWHXU�RQ�LQWHUQDOO\�GLVSODFHG�SHUVRQV��
6SHFLDO�5DSSRUWHXU�RQ�SRYHUW\��6SHFLDO�5DSSRUWHXU�RQ�ZDWHU�DQG�VDQLWDWLRQ�WR�/DR�3'5, 17 April 2020, available at: 
KWWSV���VSFRPPUHSRUWV�RKFKU�RUJ�705HVXOWV%DVH�'RZQ/RDG3XEOLF&RPPXQLFDWLRQ)LOH"J,G �����

41  Manushya Foundation and AIPP��/DR�835�)DFWVKHHW�RQ�&LYLF�6SDFH, January 2020, available at: https://www.
manushyafoundation.org/lao-pdr-upr-factsheets

42� �2+&+5��-RLQW�/HWWHU�IURP�:RUNLQJ�*URXS�RQ�EXVLQHVV��6SHFLDO�5DSSRUWHXU�RQ�HQYLURQPHQW� 
6SHFLDO�5DSSRUWHXU�RQ�KRXVLQJ��6SHFLDO�5DSSRUWHXU�RQ�LQGLJHQRXV�SHRSOHV��6SHFLDO�5DSSRUWHXU�RQ�LQWHUQDOO\�GLVSODFHG�SHUVRQV��
6SHFLDO�5DSSRUWHXU�RQ�SRYHUW\��6SHFLDO�5DSSRUWHXU�RQ�ZDWHU�DQG�VDQLWDWLRQ�WR�/DR�3'5, 17 April 2020, available at: 
KWWSV���VSFRPPUHSRUWV�RKFKU�RUJ�705HVXOWV%DVH�'RZQ/RDG3XEOLF&RPPXQLFDWLRQ)LOH"J,G �����
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oversight on potential abuse. Those powers include surveillance of communication as 
well as monitoring and control of social media and banning or limiting distribution or 
broadcasting “information that can cause public panic or turmoil, damage to national 
security, or confusion about the situation under the State of Emergency”. 

In Thailand, the government invoked the 2005 Decree on Public Administration 
in Emergency Situation, to declare a state of emergency and implement a set of 
regulations towards combatting the spread of COVID-19. The Decree bans public 
gatherings or other activities, “which may cause unrest” and led to charges against 
more than 80 protesters43�ƼPIH�YRHIV�XLI�(IGVII�F]�3GXSFIV������JSV�TEVXMGMTEXMRK�
in youth-led demonstrations, which started in August that year demanding a new 
constitution, reforms of the monarchy and resignation of the Prime Minister. It has 
also been invoked to impose broad censorship as it prohibits the sharing of news that 
is “false or may instigate fear among the people”.44

Cybersecurity laws

With increasing importance and use of information and communication 
technologies, Mekong countries have adopted or drafted new laws to control the 
cyberspace. Earlier laws on telecommunications are also used to regulate online 
communications and other activities. Very often, the laws increase online monitoring 
and content blocking and punish legitimate online speech. As a result, they threaten 
the exercise of the rights to privacy, access information, and freedom of expression 
and restrict the activities of the IEHRDs and other defenders together with the above-
mentioned laws.

In Cambodia, the 2015 Law on Telecommunications allows for strong 
governmental control over information and communications technologies. It 
permits undeclared monitoring by the authorities of any private conversations 
or correspondence through telecommunications without clear procedures, 
accountability and judicial oversight. Further, the 2018 Inter-Ministerial Proclamation 
(Prakas) on Publication Controls of Website and Social Media Processing via the 
Internet prohibits all publications, news content sharing, written messages, audios, 
photos, videos, and other means deemed to undermine national defence, national 
security, relations with other countries, the national economy, public order, non-
discrimination and national culture and tradition. It also authorizes the Ministry of 
Post and Telecommunications of Cambodia to compel the Internet Service Providers 
MR�XLI�GSYRXV]�XS�IUYMT�MRXIVRIX�WYVZIMPPERGI�XSSPW�XS�IEWMP]�ƼPXIV�ERH�FPSGO�ER]�WSGMEP�
media accounts or pages deemed illegal.

Moreover, the 2021 Sub-Decree on the Establishment of the National Internet 
+EXI[E]� �2-+�7YF�(IGVII� WIIOW� XS� GVIEXI� E� WMRKPI� MRXIVRIX� KEXI[E]� JSV� EPP� SRPMRI�

43  Fortify Rights, 7KDLODQG��3URWHFW�3URWHVW�5LJKWV��'URS�&KDUJHV�$JDLQVW�$FWLYLVWV, 23 October 2020, available at: 
https://www.fortifyrights.org/tha-inv-2020-10-23/ ��+XPDQ�5LJKWV�:DWFK��7KDLODQG��(PHUJHQF\�'HFUHH�3UHWH[W�
IRU�&UDFNGRZQ, 15 October 2020, available at: https://www.hrw.org/news/2020/10/15/thailand-emergency-
GHFUHH�SUHWH[W�FUDFNGRZQ�

44� �0DQXVK\D�)RXQGDWLRQ��$FFHVV�1RZ��$/76($1�%XUPD��&DPERGLDQ�&HQWHU�IRU�+XPDQ�5LJKWV��&&+5���
WKH�,QVWLWXWH�RI�3ROLF\�5HVHDUFK�DQG�$GYRFDF\��(/6$0���3(1�0\DQPDU��DQG�6RXWKHDVW�$VLD�)UHHGRP�RI�
([SUHVVLRQ�1HWZRUN��6$)(QHW����-RLQW�6ROLGDULW\�6WDWHPHQW�²�7KDLODQG��6WRS�'LJLWDO�'LFWDWRUVKLS�RYHU�2QOLQH�)UHHGRP, 
25 October 2020, available at: KWWSV���D�H�EIF��FDE���FE���F�H�GF�FHH��D�EG�ÀOHVXVU�FRP�XJG�D�GE��B
a6ec0138949847db996260c8308b0c0b.pdf; Prachatai, 7KDLODQG��6WRS�XVLQJ�HPHUJHQF\�SRZHUV�WR�UHVWULFW�WKH�ULJKWV�RI�
protesters, 30 June 2020, available at: https://prachatai.com/english/node/8619
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XVEƾG� XS�ƼPXIV� XLVSYKL�FIJSVI� MX� VIEGLIW�ER�IRH�YWIV��;MXL� XLI�2-+�� XLI�EYXLSVMXMIW�
can block online content and disconnect all network connections that affect safety, 
national revenue, social order, dignity, culture, tradition and customs, which can 
result in arbitrary and abusive blocking of online content and networks. It requires 
selected gateway operators to retain and share personal data such as IP addresses, 
MHIRXMƼGEXMSR� SJ� VSYXI� XVEƾG�� ERH� SXLIV� MRJSVQEXMSR� EW� VIUYMVIH� JSV� E� TIVMSH� SJ� ���
months, which can enable monitoring of user’s online activities. 

Additionally, Cambodia’s draft Law on Cybercrime has raised more concerns 
about freedom of expression and privacy online. It contains provisions to criminalize 
spreading false information through information technology that have an “adverse 
IJJIGXƉ� SR� REXMSREP� WIGYVMX]�� TYFPMG� LIEPXL�� WEJIX]� SV� ƼRERGIW�� VIPEXMSRW� [MXL� SXLIV�
countries; and the results of a national election, that incite racial hostility, hatred 
SV�HMWGVMQMREXMSR�� SV� GEYWI�E� PSWW�SJ�TYFPMG� GSRƼHIRGI� MR� XLI�KSZIVRQIRX�SV� WXEXI�
institutions. All those vague terminologies such as “national security” and “loss of 
TYFPMG� GSRƼHIRGIƉ� EVI� WYFNIGX� XS� MRXIVTVIXEXMSR�F]� XLI� EYXLSVMXMIW�� -X� EPWS� MQTSWIW�
SFPMKEXMSRW�SJ�ƈWIVZMGI�TVSZMHIVWƉ� XS�WXSVI� MRXIVRIX� XVEƾG�HEXE�JSV�EX� PIEWX�����HE]W�
and penalizes failure to provide such data upon request by the authorities without 
requirement of judicial oversight.

In Myanmar�� E� HVEJX� ']FIVWIGYVMX]� &MPP� ƼVWX� MRXVSHYGIH� MR� ����� [EW� PEXIV�
abandoned. Amid widespread condemnation by local and international groups, the 
ruling military junta has introduced a new draft, which gives the military control over 
XLI� MRXIVRIX� ERH� HEXE�� 8LI� HVEJX� &MPP�� XLSYKL� RSX� ]IX� TEWWIH�� [SYPH� VIUYMVI� ƈSRPMRI�
service providers” to collect and store user data for three years, and provide such data 
at request. Further, the government may be able to remove any information it deems 
“misinformation or disinformation”, visit the online services’ place of business, and 
be granted access to data and systems for investigation of an alleged threat, fraud, 
crime, or “cyber incident”, or shut down the provider to safeguard public interest – all 
without any requirement of notice, warrant, or judicial oversight.

Currently, the 2004 Electronic Transactions Law has been primarily used to 
regulate and control phone and internet users with harsh criminal punishments. The 
law forbids sending or distribution of “information relating to secrets of the state” 
online, which has been used to imprison journalists, bloggers and activists – most 
notably in 2008 to impose sentences of up to 65 years in prison on activists of the 
���+IRIVEXMSR� 7XYHIRXW� +VSYT� JSV� XLIMV� VSPI� MR� ERXM�KSZIVRQIRX� VEPPMIW�45  In 2021, 
without any notice or consultation, the military junta passed amendments to the 
Law, including many provisions from the draft Cybersecurity bill. The amendments 
have added a number of new punishments for online activities, including “creating 
misinformation and disinformation with the intent of causing public panic, loss of trust 
or social division on cyberspace”. A chapter on protection of personal information 
has also been added, which provides exceptions granting authorities broad powers 
to collect such information for investigations of criminal cases as well as for stability 
of state sovereignty, public order and national security. At the same time, the junta 
has also suspended privacy protections under the 2017 Law Protecting the Privacy 
and the Security of Citizens, which means that authorities can now enter premises, 
open private correspondence, or intercept electronic communications, among other 

45� �-RQDWKDQ�+HDG��+DUVK�VHQWHQFHV�IRU�%XUPD�UHEHOV��%%&�����1RYHPEHU�������DYDLODEOH�DW��http://news.bbc.co.uk/2/
KL�DVLD�SDFLÀF���������VWP
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things, without a warrant. The law had been amended in 2020 to clarify that the law 
was intended to protect citizens from intrusions of the government. 

Finally, there is the 2013 Telecommunications Law (amended in 2017), which 
KMZIW�1]ERQEVƅW�1MRMWXV]�SJ�8VERWTSVX� ERH�'SQQYRMGEXMSRW�WMKRMƼGERX�TS[IVW� XS�
regulate and supervise telecommunications services to ensure the “stability and 
WIGYVMX]�SJ�XLI�GSYRXV]Ɖ��TVIZIRX�ƈLEVQ�XS�WIGYVMX]��PE[��ERH�TIEGIƉ��ERH�JSV�ƈXLI�FIRIƼX�
of the people”. All those terms are not in the law and there are no safeguards in the 
public interest. In reality, this law has been used to restrict the freedom of online 
expression of human rights activists. The defamation provision of the Law was used 
in June 2020 to charge and arrest Htun Htun Oo, a human rights activist for criticizing 
the military online. The burden of proof under the provision is high, and so especially 
concerns IEHRDs and other activists.46 Article 77 of the Law authorizes the Ministry 
to cut off a telecommunications service in an “emergency” situation, which was used 
by the government as the basis of the world’s longest internet shutdown in Rakhine 
and Chin States from June-end 2019 to early February 2021 due to “disturbances of 
peace and use of internet services to coordinate illegal activities”.47 The shutdown 
meant that humanitarian organizations could not coordinate assistance to those 
in need in the region, and during the COVID-19 pandemic, some communities have 
not received information about the public health emergency and thus have limited 
ability to protect themselves.48 The Article was also used in March 2020 to block 
221 websites, including websites of ethnic news media and of the organizations of 
LYQER�VMKLXW�HIJIRHIVW��NYWXMƼIH�MR�XLI�TVIXI\X�SJ�HMWWIQMREXMSR�SJ�ƈJEOI�RI[WƉ�ERH�
misinformation about COVID-19.49

In Lao PDR��XLI�KSZIVRQIRX�LEW�ETTVSZIH�XLI������(IGVII�SR�-RXIVRIX�&EWIH�
Information Control/Management, which forbids dissemination and even making 
comments in support of various restricted content on the internet. Such content 
includes, among others, any information that persuades or convinces the Lao people to 
EXXEGO�EKEMRWX�0ES�4ISTPIƅW�6IZSPYXMSREV]�4EVX]�SV�XLI�+SZIVRQIRX��TYFPMGM^IW�ƈJEPWI�
propaganda” to create discrimination against ethnic groups and against the nation; 
contains edited and other photos that the law of the Lao PDR has prohibited, including 
“photos discrediting the Lao tradition”; and reveals national, military or other secrets 
WTIGMƼIH� MR� 0ES�4(6ƅW� PIKMWPEXMSR�ERH� VIKYPEXMSR�� -X� EPWS� WXMTYPEXIW� VIWTSRWMFMPMXMIW�
of the Internet Service Providers and website managers to ensure that the restricted 
content is not disseminated and that individuals, legal entities or organizations may 
FI�[EVRIH��IHYGEXIH��TIREPM^IH��ƼRIH�SV�WYFNIGXIH�XS�GVMQMREP�GLEVKIW�JSV�ZMSPEXMRK�
the Decree depending on the severity of the case. The provisions of the Decree are 
extremely vague and subject to the interpretation and abuse by the authorities.

8LI������0E[�SR�4VIZIRXMSR�ERH�'SQFEXMRK�']FIV�'VMQI�SJ�0ES�4(6�MHIRXMƼIW�
activities “causing damages via online social media” as one of the cybercrimes. Such 
activities include applying “false, misleading and deceptive information” and bringing 

46� �+XPDQ�5LJKWV�:DWFK��'DVKHG�KRSHV��WKH�FULPLQDOL]DWLRQ�RI�SHDFHIXO�H[SUHVVLRQ�LQ�0\DQPDU, 2019, available at: https://
ZZZ�KUZ�RUJ�UHSRUW������������GDVKHG�KRSHV�FULPLQDOL]DWLRQ�SHDFHIXO�H[SUHVVLRQ�P\DQPDU 

47� �7HOHQRU�*URXS��1HWZRUN�VKXWGRZQ�LQ�0\DQPDU, 21 June 2019, available at: https://www.telenor.com/network-
shutdown-in-myanmar-21-june-2019/  

48� �+XPDQ�5LJKWV�:DWFK��0\DQPDU��(QG�:RUOG·V�/RQJHVW�,QWHUQHW�6KXWGRZQ, 2020, available at: https://www.hrw.org/
news/2020/06/19/myanmar-end-worlds-longest-internet-shutdown 

49  Article 19, 0\DQPDU��,PPHGLDWHO\�/LIW�%DQ�RQ�(WKQLF�1HZV�:HEVLWHV, 2020, available at: https://www.article19.org/
resources/myanmar-immediately-lift-ban-on-ethnic-news-websites/��)UHHGRP�+RXVH��)UHHGRP�RQ�WKH�1HW�������
0\DQPDU, 2020, available at: https://freedomhouse.org/country/myanmar/freedom-net/2020 
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information that damages “national security, peace, order in society, national culture 
ERH�ƼRI�XVEHMXMSR�SJ�XLI�REXMSRƉ�MRXS�GSQTYXIV�W]WXIQ��[LMGL�MW�TYRMWLEFPI�[MXL�XLVII�
QSRXLW�XS�XLVII�]IEVW�MR�TVMWSR�ERH�ƼRI�JVSQ���XS����QMPPMSR�/MT��8LI�PE[�EPWS�TVSZMHIW�
for general prohibitions such as propagating to destroy or oppose against the political 
regime in order to cause turbulence. Service providers can also be punished under 
the law for “providing conditions or facilities for activities of cybercrime”. The Sector 
of Posts and Telecommunications is designated to monitor, track, advise and prevent 
emergency incidents and collect statistics. Although the Lao government’s technical 
ability to monitor internet usage is limited and the authorities do not block access 
to websites,50 the existing cybersecurity laws and policies pose a severe risk of 
surveillance and privacy breach.51 

In Thailand, XLI� 'SQTYXIV� 'VMQI� %GX�� SƾGMEPP]� ORS[R� EW� 'SQQMWWMSR� SJ�
Computer-related Offences Act, 2007 (amended in 2017) provides the government 
with unlimited powers to restrict online speech, undertake surveillance and 
warrantless searches of personal information and data, undermine the right to use 
encryption and anonymity, and force service providers to facilitate government 
surveillance and censorship. For example, the Act criminalizes producing and even 
disseminating “distorted or fake” computer data in a manner to cause damage “to 
the public”, “the maintenance of national security, public security, national economic 
security or an infrastructure involving national public interest”, or “which constitutes 
an offence relating to security of the Kingdom or an offence relating to terrorism under 
the Penal Code”. It also imposes criminal liability on the Internet Service Providers for 
such content even without requirement of their intent, which creates an environment 
of self-censorship. It necessitates them to retain user data for 90 days or allows for 
warrantless access to user communication. Also, a criminal defamation provision still 
exists in the law, which penalizes the use of images of another person that have been 
created, edited, or adapted in a way that “is likely to impair the reputation of such 
other person or to expose such other person to hatred or contempt”, despite repeated 
recommendations from the UN to the Thai government to abolish the provision.

Mandated to implement and enforce the Computer Crime Act, the Ministry 
of Digital Economy and Society, in October 2019, ordered coffee shops, restaurants, 
and other venues that offer public Wi-Fi to retain the data of users, including names, 
FVS[WMRK�LMWXSV]��ERH� PSK�ƼPIW�� JSV�EX� PIEWX����HE]W�52 In October 2020, the Ministry 
ordered to suspend many online media outlets, including Voice TV, Prachatai, The 
Reporters, and The Standard citing the Act and the Emergency Decree (mentioned 
above),53 but the court later lifted the order.54 The petition website Change.org was 
also blocked the same month while it is reported that access to the messaging app 

50� �8�6��6WDWH�'HSDUWPHQW�������&RXQWU\�5HSRUWV�RQ�+XPDQ�5LJKWV�3UDFWLFHV��/DRV, 2019, available at: https://www.
state.gov/reports/2019-country-reports-on-human-rights-practices/laos/

51 See the Lao PDR country chapter below for more information.
52� �)UHHGRP�+RXVH��)UHHGRP�RQ�WKH�1HW�������7KDLODQG, 2020, available at: https://freedomhouse.org/country/

thailand/freedom-net/2020 ; VOA, 7KDLODQG·V�&RIIHH�VKRSV�WROG�WR�WUDFN��VDYH�SXEOLF�:L�)L�WUDIÀF��10 October 2019, 
available at: KWWSV���ZZZ�YRDQHZV�FRP�HDVW�DVLD�SDFLÀF�WKDLODQGV�FRIIHH�VKRSV�WROG�WUDFN�VDYH�SXEOLF�ZL�À�
WUDIÀF

53� �+XPDQ�5LJKWV�:DWFK��7KDLODQG��2XWVSRNHQ�79�&KDQQHO�%DQQHG, 21 October 2020, available at: https://www.hrw.
org/news/2020/10/21/thailand-outspoken-tv-channel-banned 

54  International Federation of Journalists, 7KDLODQG��&RXUW�RUGHU�WR�VXVSHQG�RQOLQH�EURDGFDVWHU�UHYRNHG, 23 October 2020, 
available at: https://www.ifj.org/media-centre/news/detail/category/press-releases/article/thailand-court-
order-to-suspend-online-broadcaster-revoked.html; Prachatai, &RXUW�OLIWV�VXVSHQVLRQ�RUGHUV�DJDLQVW�9RLFH�79, Free 
Youth, 22 October 2020, available at: https://prachatai.com/english/node/8863 
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Telegram would soon be restricted with the aim to curb the democracy movement.55 
From January to June 2020, Facebook restricted access to 202 items in Thailand in 
response to reports from the Ministry alleging violations of lèse-majesté law and the 
Computer Crimes Act.56�%GGSVHMRK�XS�+SSKPIƅW�XVERWTEVIRG]�VITSVX��XLI�KSZIVRQIRX�
also sent 37 requests from January to May 2020 to remove 1,362 items across various 
+SSKPI� WIVZMGIW�� MRGPYHMRK�=SY8YFI�57 Such requests are all related to criticism of 
the government. While Facebook announced legal response to such orders,58 the 
1MRMWXV]�ƼPIH�E� PIKEP�GSQTPEMRX�EKEMRWX�8[MXXIV�ERH�*EGIFSSO� JSV� JEMPYVI� XS�GSQTP]�
[MXL�XEOIHS[R�VIUYIWXW�MR�7ITXIQFIV�������QEVOMRK�XLI�ƼVWX�XMQI�MR�8LEMPERH�XLEX�XLI�
computer crime law was exercised to prosecute the service providers. 59

Additionally, Thailand’s 2019 Cybersecurity Act toughens online monitoring 
ERH� KVERXW� XLI� EYXLSVMXMIW� XLI� TS[IV� XS� GEVV]� SYX� QEWW� WYVZIMPPERGI�� -X� HIƼRIW�
“maintaining cybersecurity” as any measure to mitigate the risk of cyber threats that 
“affect national security, economic security, martial security, and public order in the 
country” rather than to protect the security of individuals and netizens and to cope 
with threats posed in the digital space. It allows government agencies formed under 
the law to collect personal information when there is a deemed cybersecurity risk. 
Court permission and oversight is only needed for non-critical and critical level cyber 
threats. For crisis level threats, the authorities can report to the Court after the threat 
has already been addressed. Private enterprises have reporting obligations with 
respect to cybersecurity incidents and failure to report or submit risk assessment 
reports could be subjected to imprisonment and heavy penalty. Moreover, the 2019 
National Intelligence Act gives the National Intelligence Agency unrestricted power 
to obtain any information from government agencies or individuals in the case of 
ƈREXMSREP�WIGYVMX]Ɖ�Ɓ�E�XIVQ�XLEX�VIQEMRW�YRHIƼRIH��-X�EPWS�EPPS[W�XLI�%KIRG]�XS�JSVGI�
the Internet Service Providers to hand over information, including sensitive personal 
data, whenever it requests. If a government agency or an individual does not provide 
the information, the Agency has authority to “use any means, including electronic, 
telecommunication devices or other technologies” to obtain it.

On the other hand, the Personal Data Protection Act contains some progressive 
provisions to protect personal data. It restricts collection, use, disclosure or tampering 
of personal data without the consent of its owner, and outlines how businesses can 
collect, use, or disclose personal information. It also requires obtaining consent 
WTIGMƼGEPP]� JVSQ� XLI� WYFNIGX�� [LSWI� MRJSVQEXMSR� MW� FIMRK� GSPPIGXIH�� TVMSV� XS� SV� EX�
the time of collection - either in writing or through electronic means. In addition, 
the collection of data must be for a lawful purpose and be of direct relevance or 

55� �%%&��7KDLODQG�EORFNV�&KDQJH�RUJ�DV�SHWLWLRQ�DJDLQVW�NLQJ�JDLQV�WUDFWLRQ, 16 October 2020, available at: https://www.
bbc.com/news/world-asia-54566767 ��%%&��7KDLODQG�SURWHVWV��$XWKRULWLHV�PRYH�WR�EDQ�7HOHJUDP�PHVVDJLQJ�DSS, 19 
October 2020, available at: https://www.bbc.com/news/world-asia-54598956 

56� �)DFHERRN�7UDQVSDUHQF\��7KDLODQG��DYDLODEOH�DW��https://transparency.facebook.com/content-restrictions/
FRXQWU\�7+

57� �*RRJOH��7UDQVSDUHQF\�5HSRUW�*RYHUQPHQW�UHTXHVWV�WR�UHPRYH�FRQWHQW��7KDLODQG, available at: https://transparencyreport.
JRRJOH�FRP�JRYHUQPHQW�UHPRYDOV�E\�FRXQWU\�7+

58  Prachatai, 5R\DOLVW�0DUNHWSODFH�UHWXUQV, 25 August 2020, available at: https://prachatai.com/english/node/8748 ; 
7KH�5HXWHUV��)DFHERRN�VD\V�SODQV�WR�FKDOOHQJH�7KDL�JRYHUQPHQW�GHPDQG�WR�EORFN�JURXS�FULWLFDO�RI�PRQDUFK\, 25 August 2020, 
available at: KWWSV���ZZZ�UHXWHUV�FRP�DUWLFOH�XV�WKDLODQG�IDFHERRN�VWDWHPHQW�LG86.%1��/�%5�

59� �%DQJNRN�3RVW��*RYW�WDNLQJ�OHJDO�DFWLRQ�DJDLQVW�PDMRU�VRFLDO�PHGLD�SURYLGHUV, 24 September 2020, available at: https://
www.bangkokpost.com/thailand/politics/1990975/govt-taking-legal-action-against-major-social-media-
providers ;�7KH�5HXWHUV��7KDLODQG�WDNHV�ÀUVW�OHJDO�DFWLRQ�DJDLQVW�)DFHERRN��7ZLWWHU�RYHU�FRQWHQW, 23 August 2020, 
available at: KWWSV���ZZZ�UHXWHUV�FRP�DUWLFOH�XV�WKDLODQG�LQWHUQHW�LG8..&1��)�5��
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necessary for the activities of the data controller. Unfortunately, the Act is yet to come 
into force, which should have happened by April 2020. Nonetheless, it also has a few 
problematic provisions that can be abused, such as exemptions allowing Parliament 
and any committee appointed by them as well as the authorities to collect and use 
HEXE� ƈXS�QEMRXEMR� WXEXI� WIGYVMX]�� MRGPYHMRK� ƼRERGMEP� WIGYVMX]� SJ� XLI� WXEXI� SV� TYFPMG�
safety” and “with respect to the prevention and suppression of money laundering, 
forensic science or cybersecurity”.

In Vietnam, the 2013 Decree on the Management, Provision and Use of Internet 
Services and Online Information (Decree No. 72) prohibits online information that is 
deemed to “oppose the State”, “undermine the national security, social order and 
safety”, “sabotage the great national unity bloc”, as well as information considered 
to be state secrets, slanderous or defamatory. It mandates internet-based service 
providers, including social media, to cooperate with the State authorities, notably the 
Ministry of Public Security and the Ministry of Information and Communications, to 
delete online content. Offshore internet-based service providers, such as Facebook 
SV�+SSKPI��EVI�EPWS�SFPMKIH�XS�PSGEXI�EX�PIEWX�SRI�WIVZIV�MR�:MIXREQ�ERH�WSGMEP�QIHME�
companies are required to “register, store and manage personal information of the 
persons that establish private websites and other information providers on social 
networks”. An amendment to the decree drafted in April 2020 by the Ministry of 
Information and Communications, if voted, can impose added restrictions upon 
companies. The amendment proposes to establish a mechanism for removing 
illegal content within three hours upon the Ministry’s request, or to block any content 
presented as journalistic products. It also threatens to expose the personal data and 
information of social media users, which would considerably increase the risks of 
harassment and State persecution.

The 2018 Law on Cybersecurity (LOCS), developed directly from the Decree 
No. 72, raises numerous concerns about sweeping powers to the Vietnamese 
government to control the cyberspace. The Law strictly forbids developing, posting 
and sharing of distorted and fabricated information for the purpose of propaganda or 
defamation. The same applies to information that represents a national security risk, 
or that may disrupt public order. It also prohibits divulging State secrets - a concept 
[LMGL� PEGOW� TVIGMWI� HIƼRMXMSR� YRHIV� :MIXREQIWI� PE[�� 7MKRMƼGERX� SFPMKEXMSRW� EVI�
imposed on tech companies and other internet-based service providers. They must 
comply with requests of the Cybersecurity Taskforce, under the Ministry of Public 
Security, regarding content takedowns or sharing of users’ data without any stated 
requirement for a warrant or judicial oversight. The content deemed critical of the 
government or harmful to national security must be removed within 24 hours – again 
without any check and balance from the judiciary. Companies are also responsible 
for the prevention, monitoring and removal of content deemed in violation of the law. 
Further, they are refrained from providing services to certain individuals, upon the 
Cybersecurity Taskforce’s requests, if those individuals have shared content deemed 
in violation of the law. They are required to locate at least one server in Vietnam – a 
step meant to facilitate government’s access to users’ data. The law makes it unclear 
whether people charged under it have access to any legal recourse for appeal. Orders 
by a court or any other independent body are not required for State authorities to 
penalize companies, which fail to comply with censorship obligations, cybersecurity 
audits, reporting requirements, obligations to furnish user data or data localization 
requests. 
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Recommendations to digital technology companies
1. Digital technology companies should respect the internationally recognized 

human rights, regardless of their obligations under the legal frameworks of the States, in 
line with the UN Guiding Principles on Business and Human Rights. For that, the companies 
should ensure that their policies and terms of service are uniform and comply with the current 
international standards on freedom of expression and protection of data privacy. They 
should ascertain that requests/orders to access information with them are legitimate and 
RIGIWWEV]�JSV�E�NYWXMƼEFPI�VIEWSR�EW�[IPP�EW�WYFNIGX�XS�MRHITIRHIRX�SZIVWMKLX��8LI]�WLSYPH�
also publish regular information on such requests made by the State and other entities as 
well as the number or percentage of requests they complied with, and about the content or 
users restricted or removed under the companies’ own policies. Further, they should set up 
effective company-level grievance mechanisms to redress impacts, as they occur, on the 
rights of IEHRDs that they are responsible for or complicit in, and participate in the State-
based mechanisms to increase their accountability.

2. The companies should cooperate with the IEHRDs and the wider civil society to 
increase their awareness on digital tools that can be useful for their works and ensure their 
security in the cyberspace as well as to develop collaborative technologies that advance 
human rights. 

Recommendations to project developers and investors 
1. In line with the UN Guiding Principles on Business and Human Rights, the 

project developers and investors involved in activities impacting the rights of Indigenous 
communities should respect the internationally recognized human rights, including the UN 
Declaration on the Rights of Indigenous Peoples, regardless of their obligations under the 
legal frameworks of the States. That includes conducting effective impact assessments 
and human rights due diligence processes with full information disclosure and meaningful 
consultations with the concerned communities, including their human rights defenders, to 
obtain their Free,Prior and Informed Consent (FPIC)for decision-making on matters affecting 
them. In course of the project implementation, they should take all necessary measures 
to ensure that their project activities or investments do not cause, contribute or remain 
complicit in violations of the rights of Indigenous Peoples or the IEHRDs. Additionally, they 
should establish grievance mechanisms – at the institutional and operational levels – to 
address grievances effectively as they arise and participate in the State-based grievance 
mechanisms.

2. The project developers and investors should facilitate partnerships with the 
Indigenous communities and the IEHRDs to assist in the realization of human rights-based 
development in line with the 2030 Agenda for Sustainable Development. 

Recommendations to IEHRDs 
1. IEHRDs should increase their understanding of cybersecurity risks through 

capacity building in digital literacy and apply the acquired knowledge and skills to use 
secure methods of online communication and data storage in order to minimize and 
mitigate threats in the cyberspace. There are various tools and tactics developed by human 
rights organizations and being used by human rights defenders that can be applied as per 
XLI� WTIGMƼG� GSRXI\XW� SJ� XLI� -),6(W�� 8LI]� WLSYPH� EPWS� WXVIRKXLIR� XLI� ORS[PIHKI� SJ� XLI�
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SKS"SHUP ������3UDVKDQWK�3DUDPHVZDUDQ��´:KDW·V�LQ�&DPERGLD·V�1HZ�,QWHUQHW�*DWHZD\�'HFUHH"µ�!"#$
'LSORPDW."8O"(57+B&+R"898!."&:&$;&7;5"&,<"',,=><??,'5A$=;*6&,)%*6?898!?98?@'&,>L$-L%&67*A$&>L-5@L$-,5+-5,L
C&,5@&RLA5%+55?"

GN" "2+,$%;5"!P."&DPERGLD��$QDO\VLV�RI�WKH�'UDIW�/DZ�RQ�$FFHVV�WR�,QIRUPDWLRQ."!9"45%5675+"89!P."&:&$;&7;5"&,<"',,=><??
@@@)&+,$%;5!P)*+C?+5>*B+%5>?%&67*A$&L&-&;R>$>L*DL,'5LA+&D,L;&@L*-L&%%5>>L,*L$-D*+6&,$*-?)"
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YWIPIWWƉ�MW�TYRMWLEFPI�F]�MQTVMWSRQIRX�YT�XS���QSRXLW�ERH�E�ƼRI�SJ�YT�XS���QMPPMSR�6MIPW�

������4HE������,AW�ON�4ELECOMMUNICATIONS

,0")(2%*%2#%2--&R2*5.?*)(.)*.55"?-*;"%*&06%2.-21*'"R2%0=20).5*6"0)%"5*"R2%*&0;"%=.)&"0*
.01* 6"==30&6.)&"0-* )26(0"5"'&2-* &-* )(2* 789F* V.?* "0* :2526"==30&6.)&"0-88O* /)* #2%=&)-*
301265.%21*="0&)"%&0'*<$* )(2*.3)("%&)&2-*";*.0$*#%&R.)2*6"0R2%-.)&"0-*"%*6"%%2-#"012062*
R&.* )2526"==30&6.)&"0-* ?&)("3)* 652.%* #%"6213%2-D* .66"30).<&5&)$* .01* e31&6&.5* "R2%-&'()O*
^&)(* )(&-* 5.?D* )(2* C&0&-)%$* ";* 4"-)* .01* :2526"==30&6.)&"0-* ";* !.=<"1&.* AC4:!B* &-*
'%.0)21* -?22#&0'* #"?2%-* )"* %2g3&%2* 63-)"=2%-U* #2%-"0.5* &0;"%=.)&"0* .01* 1.).* ;%"=* c.55*
)2526"==30&6.)&"0-*"#2%.)"%-*.01*#2%-"0-*&0R"5R21*?&)(*)(2*)2526"==30&6.)&"0-*-26)"%d*
?&)("3)*.*6"3%)*?.%%.0)*3012%*,%)&652*IO*:(2*C4:!*.01*")(2%*=&0&-)%&2-*6.0*"%12%*&0)2%02)*
-2%R&62*#%"R&12%-*A/E4-B*)"*).@2*c0262--.%$*=2.-3%2-d*&0*6.-2-*";*;"%62*=.e23%2*?&)("3)*.*
GPIEV�HIƼRMXMSR�SJ� ƈJSVGI�QENIYVIƉ�ERH� XLI�WGSTI�SJ� ƈRIGIWWEV]�QIEWYVIWƉ��1SVISZIV�� XLI�
PE[�IWXEFPMWLIH�ƈXIPIGSQQYRMGEXMSRW�MRWTIGXMSR�SƾGMEPWƉ�XS�IRJSVGI�XLI�PE[�F]�MRZIWXMKEXMRK�
.552'21*";;20-2-D*?&)(*)(2*.<&5&)$*)"*6.55*&0*-3##"%)*;%"=*)(2*.%=21*;"%62-O*P05&02*.6)&R&)&2-*
.%2* 6%&=&0.55$* 5&.<52* &0* =.0$* 6.-2-O* M"%* 2N.=#52D* )(2* 2-).<5&-(=20)D* &0-).55.)&"0D* .01*
3)&5&\.)&"0*";*2g3&#=20)*&0*)(2*)2526"==30&6.)&"0-*-26)"%*)(.)*c52.1*)"*0.)&"0.5*&0-263%&)$d*&-*
GVMQMREPM^IH�YRHIV�XLMW�PE[�ERH�GER�FI�TYRMWLIH�[MXL�YT�XS����]IEVW�MR�TVMWSR�SV�ƼRI�SJ�YT�XS�
����QMPPMSR�6MIPW��8LI�XIVQ�ƈREXMSREP�MRWIGYVMX]Ɖ�MW�YRHIƼRIH�ERH�STIR�XS�TSXIRXMEP�EFYWI�F]�
)(2*.3)("%&)&2-*)"*).%'2)*"05&02*-#226(*6%&)&6.5*";*)(2*'"R2%0=20)O

������ )NTER-INISTERIAL� 0ROCLAMATION� �0RAKAS	� ON� 0UBLICATION�
#ONTROLS�OF�7EBSITE�AND�3OCIAL�-EDIA�0ROCESSING�VIA�THE�)NTERNET

:(2*/0)2%>=&0&-)2%&.5*4%"65.=.)&"0*A4%.@.-B*"0*43<5&6.)&"0*!"0)%"5-*";*^2<-&)2*.01*
E"6&.5*C21&.*4%"62--&0'*R&.*/0)2%02)8>*&-*.*%2'35.)&"0*&--321*<$*)(2*C&0&-)%$*";*/0)2%&"%D*)(2*
C4:!*.01* )(2*C&0&-)%$*";* /0;"%=.)&"0* &0*C.$*789ZO*:(2*4%.@.-*#%"(&<&)-*.55*#3<5&6.)&"0-D*
02?-*6"0)20)*-(.%&0'D*?%&))20*=2--.'2-D*.31&"-D*#(")"-D*R&12"-D*.01*")(2%*=2.0-*122=21*
)"*3012%=&02*0.)&"0.5*12;2062D*0.)&"0.5*-263%&)$D*%25.)&"0-*?&)(*")(2%*6"30)%&2-D*)(2*0.)&"0.5*
26"0"=$D* #3<5&6* "%12%D* 0"0>1&-6%&=&0.)&"0* .01* 0.)&"0.5* 635)3%2* .01* )%.1&)&"0O* /)* -#26&.55$*
).%'2)-*?2<-&)2*#3<5&6.)&"0-*.01*.0$*@&01*";*"05&02*-"6&.5*=21&.*02)?"%@-O*43%-3.0)*)"*)(2*
5.?D*)(2*C&0&-)%&2-*-(.55*2-).<5&-(*-#26&.5&\21*30&)-*)"*6""#2%.)&R25$*="0&)"%*&552'.5*.6)&R&)&2-*
.01*#3<5&6.)&"0-*"0*?2<-&)2-*.01*-"6&.5*=21&.* &0*"%12%*)"*).@2*52'.5*.6)&"0*.'.&0-)*)(2=O*
C"%2"R2%D* )(2* C4:!* (.-* )(2* .3)("%&)$* )"* 6"=#25* /E4-* &0* !.=<"1&.* )"* &0-).55* -";)?.%2*
TVSKVEQW�ERH�IUYMT� MRXIVRIX�WYVZIMPPERGI� XSSPW� XS�IEWMP]�ƼPXIV�ERH�FPSGO�ER]�WSGMEP�QIHME�
EGGSYRXW� SV� TEKIW� HIIQIH� MPPIKEP�� 8LYW�� ZEKYI� NYWXMƼGEXMSRW� WYGL� EW� ƈREXMSREP� WIGYVMX]Ɖ��
c#"5&)&6.5* .01* -"6&.5* -).<&5&)$dD* c)3%="&5dD* c0.)&"0.5* 26"0"=$d* .01* c<%2.@&0'* -"5&1.%&)$d* ;"%*
TVSLMFMXMSRW�SR�[IFWMXI�ERH�WSGMEP�QIHME�EW�[IPP�EW� XLI�WMKRMƼGERX� PIZIP�SJ� XLI�HMWGVIXMSR�
6"0;2%%21*"0*)(2*.3)("%&)&2-*)"*="0&)"%*.01*20;"%62*-36(*#%"(&<&)&"0-*6"0-)&)3)2*.0*30132*
&0)%3-&"0*"0*)(2*%&'()-*";*"05&02*3-2%-*)"*#%&R.6$*.01*;%221"=*";*2N#%2--&"0O

GG� �7KH�7HOHFRPPXQLFDWLRQV�/DZ��������DYDLODEOH�DW��',,=<??@@@)>$,'$)*+C?&A6$-?B=;*&A?;&@?89!M9!8NE
7HOHFRPPXQLFDLWRQ'UDIW/DZB(Q���HGLWHG���SGI�

GP� �,QWHU�0LQLVWHULDO�3UDNDV�RQ�6RFLDO�0HGLD�3URFHVVLQJ�YLD�WKH�,QWHUQHW�LQ�WKH�.LQJGRP�RI�&DPERGLD��������
&:&$;&7;5"&,<"KWWSV���F\ULOOD�RUJ�DU�GRFXPHQW��GDPF��Z���"SDJH ���
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-R� XLI� EFWIRGI� SJ� GPIEVP]� HIƼRIH� SJJIRWIW� ERH� TVIGMWI� XIVQMRSPSK]�� VITVIWWMZI�
6$<2%-263%&)$* 5.?-*.01*#"5&6&2-* &0*!.=<"1&.*1&-#%"#"%)&"0.55$*.01*2N62--&R25$*6%&=&0.5&\2*
52'&)&=.)2* "05&02* 2N#%2--&"0* &0* )(2* 0.=2* ";* c0.)&"0.5* -263%&)$dD* c#"5&)&6.5* .01* -"6&.5*
-).<&5&)$dD*c)3%="&5dD*c0.)&"0.5*26"0"=$d*.01*c<%2.@&0'*-"5&1.%&)$d*.01*c;.5-2*&0;"%=.)&"0d*&0*
6"0)%.R20)&"0*";*&0)2%0.)&"0.5*(3=.0*%&'()-*5.?-O*/01&R&13.5-*6.0*<2*#30&-(21*?&)(*$2.%-*&0*
TVMWSR�ERH�ƼRIW�MR�GSRRIGXMSR�[MXL�SRPMRI�I\TVIWWMSR�YRHIV�ZEVMSYW�GLEVKIW��%GGSVHMRKP]��XLI�
'"R2%0=20)*6"0)&032-*)"*6%.6@*1"?0*"0*"05&02*1&--20)*.01*).%'2)*YWQ-*<$*&0&)&.)&0'*EV,44*
6.-2-D*-3=="0&0'*.01*&0R2-)&'.)&0'*.6)&R&-)-D*.01*&0)&=&1.)&0'*.01*(.%.--&0'*"05&02*3-2%-O>;*
3XLIV�TS[IVJYP�EGXSVW��WYGL�EW�SƾGMEPW�ERH�FMK�GSQTERMIW��EVI�EPWS�MRZSPZIH�MR�XLIWI�EGXMSRW�
)"*-&52062*6%&)&6-O**M"%*)(2*;2.%*";*%2#%&-.5D*-25;>620-"%-(&#*&-*?&12-#%2.1*.="0'*YWQ-*.01*
"%1&0.%$*3-2%-O*:(2%2;"%2D* )(2*.<&5&)$*";* /XYWQ-* )"*3-2*"05&02*#5.);"%=-* ;"%*.1R"6.6$*.01*
-22@*e3-)&62*(.-*<220*1&=&0&-(21O

=7&(*2K*G02("1:*>2$7Q*L'2*L7&*3'70:()*L%.'*)(K787.%21*K20*7*C73(#22M*52&.>9

-R�.ERYEV]�������/VSIYRK�8SPE��ER�IXLRMG�&YRSRK�)-,6(��[EW�GLEVKIH�[MXL�HIJEQEXMSR�
ERH� SVHIVIH� XS� TE]� ��� QMPPMSR� 6MIPW� �IUYMZEPIRX� XS� �������� MR� GSQTIRWEXMSR� XS� 3ƅ6EMRK�
1&-)%&6)*'"R2%0"%*E&2@*C"0$*.01*;"3%*=&55&"0*W&25-*)"*)(2*E).)2O*Y2*?.-*6(.%'21*<26.3-2*";*
(&-*M.62<""@*#"-)D*&0*?(&6(*(2*65.&=21*)(.)*)(2*'"R2%0"%*?.-*&0R"5R21*&0*)(2*652.%&0'*";*)(2*
J88(.*";*#%")26)21*;"%2-)*&0*PUW.&0'*1&-)%&6)O*:"5.*.00"30621*)(.)*(2*?.-*#5.00&0'*)"*.##2.5*
)(2*6"3%)*126&-&"0O

=7&(*2K*7*E"121:*73.%O%&.Q*L'2*0(5(7.()$+*0(3(%O()*.'0(7.&><

%�&YRSRK�EGXMZMWX�JVSQ�1SRHYPOMVM�TVSZMRGI��[LS�MW�E�GSSVHMREXSV�SJ�XLI�-RHMKIRSYW�
2IX[SVOMRK�+VSYT��LEW�VITSVXIH�XS�VIGIMZI�ER�EVVE]�SJ�ERSR]QSYW�MRXMQMHEXMSR�ERH�XLVIEXW�
";*.%%2-)*<$* )(2*1&-)%&6)*#"5&62* ;"%*(&-*6"==&)=20)* )"*#%")26)* /4* %&'()-*.01* )(2* ;"%2-)O*Y2*
-).%)21*20'.'&0'* &0* /4* %&'()-*.6)&R&)&2-* &0*789F*.01* &-*"02*";* )(2*="-)*#%".6)&R2*.6)&R&-)-*
.)* )(2* 6"==30&)$* 52R25O*Y2*(.-*2N#2%&2062* &0* .1R"6.)&0'*"0* R.%&"3-* &--32-*-36(*.-* 5.01*
6"062--&"0-D*20R&%"0=20).5*12'%.1.)&"0D*.01*2N)%.6)&"0*";*;"%2-)D*"&5*.01*=&02%.5*%2-"3%62-O*
Y2*;%2g320)5$*3-2-*-"6&.5*=21&.*)"*1&--2=&0.)2*&0;"%=.)&"0*.01*%.&-2*.?.%202--*";*)(2-2*
&--32-O* :(%2.)-* .01* &0)&=&1.)&"0* (.R2* (.1* =20).5* .01* 26"0"=&6* 2;;26)-* "0* (&=* .01* (&-*
;.=&5$O

P9" "#&-B>'R&"(*B-A&,$*-."6SRWOLJKW��5HVWULFWLYH�/DZV�LQ�&DPERGLD�9LRODWLQJ�'LJLWDO�5LJKWV�LQ�WKH�1DPH�RI�´1DWLRQDO�
6HFXULW\µ."3"2BCB>,"8989."&:&$;&7;5"&,<"',,=><??@@@)6&-B>'R&D*B-A&,$*-)*+C?=*>,?>=*,;$C',L*-L+5>,+$%,$:5L
;&@>L$-L%&67*A$&

P!" "F'-*6"F5-'"F*>,."6RWK�.RZPVRHXQ��¶$FWLYLVW�KLW�ZLWK����N�GHIDPDWLRQ�ÀQH."8!"S&-B&+R"898!."&:&$;&7;5"&,<"',,=><??
ZZZ�SKQRPSHQKSRVW�FRP�QDWLRQDO�DFWLYLVW�KLW���N�GHIDPDWLRQ�ÀQH�

P8� �,:*,$��,QGLJHQRXV�SHRSOHV�LQ�&DPERGLD������."8O"2=+$;"89!P."&:&$;&7;5"&,<"',,=><??@@@)$@C$&)*+C?5-?
%&67*A$&?HO89L$@89!PL%&67*A$&)',6;"
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=7&(*2K*T")%3%7$*'707&&8(1.*2K*47.*='71#".*K20*%1.(0O%(L%1:*<!*K78%$%(&>:

E.)(*!(.0<3)(D*.*e"3%0.5&-)*;"%*W.-=2&*`.=#36(2.*.01*,#-.%.*:_D*?.-*-3=="021*
)"*.##2.%*&0*)(2*C"0135@&%&*#%"R&06&.5*6"3%)*"0*.552'.)&"0-*";*&06&)2=20)*.01*12;.=.)&"0*&0*
Q262=<2%*789LO*:(2*5.?-3&)*6.=2*.;)2%*(2*%252.-21*.*R&12"*"05&02D*&0*?(&6(*(2*&0)2%R&2?21*98*
/01&'20"3-*;.=&5&2-*";*PUW.&0'*1&-)%&6)U-*Q.@*Q.=*6"==302*.<"3)*.0*.552'21*5.01*1&-#3)2O*
!(.0<3)(*%2e26)21*)(2*.552'.)&"0-O*:(2*6.-2*&-*-)&55*"0'"&0'*)"*1.)2O*

=7&(*2K*)(.(1.%21*2K*.'0((*-BA6&*K028*?2.'(0*H7."0(*=78#2)%7>/

C")(2%*T.)3%2*!.=<"1&.*&-*.0*20R&%"0=20).5*%&'()-*"%'.0&-.)&"0*@0"?0*;"%*#3<5&-(&0'*
"05&02*R&12"-*)"*.1R"6.)2*.01*6.=#.&'0*;"%*)(2*#%2-2%R.)&"0D*#%"=")&"0*.01*#%")26)&"0*";*
)(2* 20R&%"0=20)* .01* 6(.5520'2* )(2* '"R2%0=20)* .01* #%&R.)2* &0)2%2-)-* "R2%* 12R25"#=20)*
#%"e26)-O*:(%22*XYWQ-D*:(30*W.)(.D*V"0'*`30)(2.*.01*4(3"0'*`2"%.-=2$*";* )(2*C")(2%*
T.)3%2*!.=<"1&.*?2%2*.%%2-)21*&0*E2#)2=<2%*7878*.;)2%*V"0'*`30)(2.*#"-)21*.*M.62<""@*
=2--.'2*#5.00&0'*.*"02>#2%-"0*=.%6(*;%"=*^.)*4(0"=*)"*)(2*4%&=2*C&0&-)2%U-*%2-&12062*
XS�GEPP� JSV�ER�IRH� XS� XLI�I\TPSMXEXMSR�SJ� XLI�&SIYRK�8EQSO�0EOI��8LI]�[IVI�GLEVKIH�[MXL�
c&06&)2=20)*)"*6"==&)*.*;25"0$*"%*6.3-2*-"6&.5*30%2-)dO*:(2*C&0&-)%$*";*/0)2%&"%*5.)2%*&--321*
.*-).)2=20)D*65.&=&0'*C")(2%*T.)3%2*!.=<"1&.*c6.3-21*6(."-*&0*-"6&2)$dO*P0*78*P6)"<2%*
7878D*)(2&%*<.&5*%2g32-)-*?2%2*120&21*<$*)(2*!"3%)*";*,##2.5*&0*4(0"=*420(O*:"*1.)2D*)(2$*
.?.&)*)%&.5*&0*12)20)&"0O*/;*6"0R&6)21D*)(2$*;.62*3#*)"*)?"*$2.%-*&0*#%&-"0O

����,IMITED�ACCESS�TO�INFORMATION�CAUSED�BY�RESTRICTIONS�
%*-%*3'*5-8%*65*6-

:(2*%2620)*$2.%-*(.R2*-220*12)2%&"%.)&"0*&0*%&'()*)"*.662--*&0;"%=.)&"0*"05&02*.-*)(2*
'"R2%0=20)*&=#"-2-*%2'35.)&"0-*.01*&0R"@2-*%2#%2--&R2*6$<2%-263%&)$*5.?-*)"*<5"6@*.662--*
)"*?2<-&)2-*.01* ).@2*1"?0*"05&02*6"0)20)O* /012#20120)*02?-*"3)52)-*.01*")(2%*?2<-&)2-*
6"0)&032*)"*<2*<5"6@21*.01*(.R2*)(2&%*5&620-2-*%2R"@21*;"%*1&--2=&0.)&0'*6%&)&6&-=-*";*)(2*
KSZIVRQIRX�� &IJSVI� XLI� REXMSREP� IPIGXMSRW� MR� ������ ��� RI[W� [IFWMXIW� [IVI� XIQTSVEVMP]�
<5"6@21* ;"%* KZ* ("3%-* 132* )"* .552'21* c#%"R"6.)&R2d* .01* cR2%$* #"5&)&6.5d* 02?-* 6"R2%.'2O>3*
,=&1* )(2* !P_/Q>9L* #.012=&6D* C"0"%""=O&0;"D* .* `(=2%>5.0'3.'2* 02?-* ?2<-&)2* <.-21*
&0* M%.062* ?.-* <5"6@21* &0* C.%6(* 7878* ;"%* %2#"%)&0'* "0* )(2* !P_/Q>9L* -&)3.)&"0O>?* /0* 7878D*
WIZIVEP�QIHME� PMGIRWIW�[IVI� VIZSOIH�� MRGPYHMRK� JSV�8:*&��'/:�8:�3RPMRI��������*1�6EHMS�
.01*)(2*.--"6&.)21*W&)($-20*02?-*-&)2O>7*:(2%2*.%2*%2#"%)-*";*&01&R&13.5-*=.12*)"*).@2*1"?0*
6"0)20)*.;)2%*#%2--3%2*;%"=*)(2*#"5&62O>8*:(2*6"0)&03"3-*-3##%2--&"0*";*1&--20)&0'*R"&62-*
2N)20-&R25$*(&012%-*)(2*%&'()*)"*.662--*&0;"%=.)&"0O*!"0)20)*=.0&#35.)&"0*<$*)(2*.3)("%&)&2-*

PH" "F'-*6"F5-'"F*>,."0RQGXONLUL�UHSRUWHG�TXHVWLRQHG�IRU�GHIDPDWLRQ��LQFLWHPHQW."H"45%5675+"89!P."&:&$;&7;5"&,<"',,=><??
@@@)='-*6=5-'=*>,)%*6?-&,$*-&;?6*-AB;Q$+$L+5=*+,5+LYB5>,$*-5ALA5D&6&,$*-L$-%$,565-,"

PO� �5)$��&DPERGLDQ�&LYLO�6RFLHW\�&DOOV�)RU�(QG�WR�+DUDVVPHQW��$UUHVWV�RI�0RWKHU�1DWXUH�<RXWK�$FWLYLVWV��
H"(57+B&+R"898!."&:&$;&7;5"&,<"',,=><??@@@)+D&)*+C?5-C;$>'?-5@>?%&67*A$&?&%,$:$>,>L989H898!!NH!M8)
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.%2*.0")(2%*"<-).652*"3)*";* %2.6(*;"%*="-)*<3)*#.%)&635.%5$* ;"%* /01&'20"3-*?"=20* &0*%3%.5*
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3HULRGLF�5HYLHZ��7KDLODQG."8!"05=,5675+"89!M."&:&$;&7;5"&,<"KWWSV���ÀOHV�LQVWLWXWHVL�RUJ�7KDLODQG835�����SGI
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' :(2*T.)&"0.5&)$*,6):<;*.=20121*&0*788Z*'%.0)-*:(.&*6&)&\20-(&#*)"*/4-*<"%0*&0*:(.&5.01*

<2;"%2*9LL7*.01b"%*(.R&0'*#.%20)-*?&)(*:(.&*0.)&"0.5&)$O*Q2-#&)2* 52'.5* %2;"%=-*.01*#"5&6$*
#%"'%2--D* )(2* #%"<52=* -)&55* %2=.&0-O* E"=2* 5.?-* %25.)21* )"* 6&)&\20-(&#* .%2* 30652.%O* M"%*
I\EQTPI�� XLI�'MZMP� 6IKMWXVEXMSR�%GX� JEMPW� XS� GPIEVP]� HIƼRI�[LIXLIV� GLMPHVIR�FSVR� XS� ƈMPPIKEP�
=&'%.0)-d*&0*:(.&5.01*-("351*<2*20)&)521*)"*<&%)(*%2'&-)%.)&"0O:<9*,-*.*%2-35)D*=.0$*?2%2*120&21*
EGGIWW�XS�XLI�TVSGIHYVI�F]�SƾGMEPW�:<<*C"%2"R2%D*)(2*&=#52=20).)&"0*";*5.?-*.01*#"5&6&2-*
WYJJIVW� JVSQ�QER]� HMƾGYPXMIW�� 8LI� ETTPMGEXMSR� TVSGIWW� MW� TVSFPIQEXMG�� GSQTPMGEXIH� ERH�
-5"?D* .01* %2g3&%2-* )(2* -3<=&--&"0* ";* =.0$* 1&;;2%20)* 1"63=20)-* &0R"5R&0'* 520')($* g3232*
XMQI� ERH� I\TIRWMZI� XVEZIP� XS� XLI� ETTPMGEXMSR� SƾGI�:<:* :(3-D* 12-#&)2* )(2* ;.6)* )(.)* /4-* .%2*
%26"'0&\21*.-*:(.&*6&)&\20-D*.*03=<2%*";*C.0&D*C"@20D*a%.@*V.?"$*.01*")(2%-*(.R2*0")*<220*
'%.0)21*:(.&*6&)&\20-(&#*$2)O:</*/)*&-*2-)&=.)21*)(.)*="%2*)(.0*"02*=&55&"0*&0*:(.&5.01*6"351*<2*
-).)252--*?&)(*="-)*";*)(2=*<2&0'*6(&51%20*.01*#2%-"0-*<25"0'&0'*)"*/4-*&0*)(2*0"%)(2%0*.01*
?2-)2%0*(&'(5.01-O:<3*:(2*5.6@*";*6&)&\20-(&#*"%*52'.5*-).)3-*.5-"*%2-35)-*&0*R&"5.)&"0-*";*")(2%*
;301.=20).5*%&'()-*.01*;%221"=-O

V2'.5* ;%.=2?"%@* %25.)21* )"* 5.01-* .01* %2-"3%62-* -36(* .-* ;"%2-)-* ;3%)(2%* 5&=&)-* )(2*
%&'()-*";*/4-*)"*-3-).&0*)(2&%*5&R25&(""1-*.01*5&R2*"0*)(2&%*.062-)%.5*5.01-D*=.&05$*5"6.)21*&0*
;"%2-)-*&0*#%")26)21*.%2.-*"%*T.)&"0.5*4.%@-O*:(2-2*5.?-*&065312*M"%2-)-*,6)D*T.)&"0.5*4.%@-*
,6)D*V.01*!"12*,6)D*T.)&"0.5*W2-2%R21*M"%2-)*,6)D*^&51*,0&=.5*4%2-2%R.)&"0*.01*4%")26)&"0*
,6)D*!"==30&)$*M"%2-)*,6)*.-*?255*.-*)(2*%2620)*"%12%-*";*)(2*T.)&"0.5*!"306&5*;"%*42.62*.01*
P%12%*AT!4PB*%25.)21*)"*201&0'*12;"%2-).)&"0*.01*206%".6(=20)*"0*;"%2-)*%2-2%R2-O:<?*^&)(*
)("-2* 5.?-*.01*"%12%-D* )(2*'"R2%0=20)*2;;26)&R25$*6"0)%"5-*.55* 5.01*.01*0.)3%.5* %2-"3%62-*
65.--&;$&0'* )%.1&)&"0.5* 5.01-*.01* %2-"3%62-*";* /4-*.-*-).)2* ;"%2-)5.01-O*:(2%2;"%2D* )(2* /4-D*
?("* (.R2* <220* 5&R&0'* ;"%* '202%.)&"0-* 2R20* <2;"%2* )(2* 6%2.)&"0* ";* )(2* ="12%0* E).)2* .01*
?("-2* 5&R25&(""1-* (&'(5$* 12#201* "0* )(2* ;"%2-)-* .01* &)-* %2-"3%62-D* .%2* 12#%&R21* ";* )(2&%*
%&'()-* )"* )(2* 5.01-D* )2%%&)"%&2-* .01* %2-"3%62-O* M"%621* 2R&6)&"0-* "%* %25"6.)&"0* ";* /4-* .01*
5"6.5*6"==30&)&2-* &0* )(2*0.=2*";* ;"%2-)*6"0-2%R.)&"0*"%*132* )"* 5.01*'%.<<&0'*6.3-21*<$*
)"3%&-=*.01*12R25"#=20)*#%"e26)-*.%2*%2'35.%5$*3012%).@20*<$*)(2*'"R2%0=20)*?&)("3)*.0$*
6"0-35).)&"0*"%*132*6"=#20-.)&"0O:<7

H89" 1DWLRQDOLW\�$FW��1R�����%�(���������������DYDLODEOH�DW��',,=<??,'&$;&@>)%*6?;&@?,E;&@>?,;&@9H3N)=AD
H8!� �&LYLO�5HJLVWUDWLRQ�$FW��1R����%�(���������������DYDLODEOH�DW��',,=><??B->,&,>)B-)*+C?B->A?:$,&;>,&,Q7?

.QRZOHGJHEDVH$UWLFOH������DVS[
H88� �,QGLJHQRXV�:RPHQ·V�1HWZRUN�RI�7KDLODQG��,:17��DQG�0DQXVK\D�)RXQGDWLRQ��5DLVLQJ�2XU�9RLFHV�WR�6DYH�2XU�

)XWXUH."05=,5675+"89!P."&:&$;&7;5"&,<"',,=><??@@@)6&-B>'R&D*B-A&,$*-)*+C?$@-,L+5=*+,
H8H" "/->,$,B,5"*-"0,&,5;5>>-5>>"&-A"/-%;B>$*-."6XEPLVVLRQ�WR�WKH�+XPDQ�5LJKWV�&RXQFLO�DW�WKH���WK�6HVVLRQ�RI�WKH�8QLYHUVDO�

3HULRGLF�5HYLHZ��7KDLODQG."8!"05=,5675+"89!M."&:&$;&7;5"&,<"KWWSV���ÀOHV�LQVWLWXWHVL�RUJ�7KDLODQG835�����SGI
H8O� �,:*,$��6\QWKHVLV�5HSRUW�RQ�0DUJLQDOL]DWLRQ�RI�9XOQHUDEOH�,QGLJHQRXV�3HRSOH�LQ�7KDLODQG."89!G."&:&$;&7;5"&,<"',,=><??

@@@)$@C$&)*+C?$6&C5>?=B7;$%&,$*->?-5@L=B7;$%&,$*->?0R-,'5>$>E+5=*+,E#&+C$-&;$\&,$*-E*DE:B;-5+&7;5E

LQGLJHQRXVBSHRSOHVBLQB7KDLODQG�SGI
H8M� �,QGLJHQRXV�:RPHQ·V�1HWZRUN�RI�7KDLODQG��,:17��DQG�0DQXVK\D�)RXQGDWLRQ��5DLVLQJ�2XU�9RLFHV�WR�6DYH�2XU�

)XWXUH."05=,5675+"89!P."&:&$;&7;5"&,<"',,=><??@@@)6&-B>'R&D*B-A&,$*-)*+C?$@-,L+5=*+,
H83� �0DQXVK\D�)RXQGDWLRQ�DQG�7KDL�%+5�1HWZRUN��7KH�5LJKWV�RI�,QGLJHQRXV�3HRSOHV�LQ�%XVLQHVV�&RQWH[WV�LQ�

!"5(/5&'."#&+%'"89!P."&:&$;&7;5"&,<"KWWSV���D�H�EIF��FDE���FE���F�H�GF�FHH��D�EG�ÀOHVXVU�FRP�XJG�
&9A7N3E!P8M5NNG!&D%ODM9GH!&!%M5NN577O9O)=AD

H8N� �,QGLJHQRXV�:RPHQ·V�1HWZRUN�RI�7KDLODQG��,:17��DQG�0DQXVK\D�)RXQGDWLRQ��5DLVLQJ�2XU�9RLFHV�WR�6DYH�2XU�
)XWXUH."05=,5675+"89!P."&:&$;&7;5"&,<"',,=><??@@@)6&-B>'R&D*B-A&,$*-)*+C?$@-,L+5=*+,



"#!"#$%&'('!)*!+,-!.-/$%!01$2-3)14!$#5!6-7)22-#5$+()#'!*)1!+,-!
81)+-7+()#!)*!9#5(/-#):'!;#<(1)#2-#+!=:2$#!6(/,+'!>-*-#5-1'

EFB

!"
#
$%#

&
'

����4HE�SITUATION�OF�)NDIGENOUS�%NVIRONMENTAL�(UMAN�
2IGHTS�$EFENDERS��)%(2$S	
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/01&'20"3-*6"==30&)&2-D*/4-*.01*.6)&R&-)-*&0*:(.&5.01*.%2*6"0)&03"3-5$*-)%3''5&0'*;"%*5.01*
ERH�-RHMKIRSYW�VMKLXW��8LI� MRHMKIRSYW�QSZIQIRX� MR�8LEMPERH�SƾGMEPP]�GEQI� MRXS�FIMRK� MR�
,3'3-)*788[*?(20*.*6".5&)&"0*";*2)(0&6*'%"3#-*2-).<5&-(21*T2)?"%@*";*/01&'20"3-*42"#52-*";*
:(.&5.01*)"*6.=#.&'0*;"%*52'.5*%26"'0&)&"0*";*/4-*.01*)(2&%*%&'()-*)(%"3'(*R.%&"3-*-)%.)2'&2-*
&06531&0'* #3<5&6* 12="0-)%.)&"0-D* &012#20120)* =21&.* #%"136)&"0-* .01* <3%2.36%.)&6*
5"<<$&0'O:<8* /0* .11&)&"0D* )(2%2* .%2* -2R2%.5* /01&'20"3->521* 0"0>'"R2%0=20).5* "%'.0&\.)&"0-*
�2+3W�WYGL�EW�-RXIV�1SYRXEMR�4ISTPIW�)HYGEXMSR�ERH�'YPXYVI�MR�8LEMPERH�%WWSGMEXMSR�ERH�
-RHMKIRSYW�;SQIR�2IX[SVO�SJ�8LEMPERH��+VEWWVSSXW�SVKERM^EXMSRW�� GSQQYRMX]�QIQFIVW�
.01* &01&R&13.5* .6)&R&-)-* .5-"* =.@2* .* R&).5* 6"0)%&<3)&"0* )"* )(2* .1R.062=20)* ";* /01&'20"3-*
%&'()-O*

Y"?2R2%D* &0* %2620)* $2.%-D* -(%&0@&0'* 6&R&6* -#.62* .01* '%"?&0'* )(%2.)-* )"* /01&'20"3-*
.6)&R&-)-*(.R2*<26"=2*.0*&06%2.-&0'*6"062%0O*,;)2%*)(2*789K*6"3#D*)(2*T!4P*(.-*20.6)21*
%2-)%&6)&R2* 5.?-D* %2-35)&0'* &0* .* 6(.5520'&0'* 65&=.)2* ;"%* (3=.0* %&'()-* 12;2012%-* AYWQ-BO*
W2'.%152--* ";* )(2* ;.6)* )(.)* T!4P* 0"* 5"0'2%* 2N&-)-* .01* &0* 789L* 2526)&"0-* ?2%2* (251D* )(2*
QMPMXEV]�EƾPMEXIH�KSZIVRQIRX�LEW�WLS[R�RS�WMKRW�SJ� VIPE\MRK� VIWXVMGXMSRW�SR� JVIIHSQW�SJ�
2N#%2--&"0D* .--2=<5$D* #%&R.6$D* &012#20120)* #%2--* .01* .662--* )"* &0;"%=.)&"0O* :(2* E).)2*
(.-*%2#2.)215$*3-21*e31&6&.5*(.%.--=20)*)"*).%'2)*YWQ-O*E3%R2&55.062D*&0)&=&1.)&"0D*)(%2.)-*
.01*2R20*#($-&6.5*.--.35)-D*.%<&)%.%$*12)20)&"0*.01*2N)%.e31&6&.5*@&55&0'-*";*YWQ-*(.R2*<220*
%2#"%)21O:<>*/XYWQ-*.%2*&06%2.-&0'5$*.)*%&-@*";*R&"52062D*1&-6%&=&0.)&"0D*.01*")(2%*R&"5.)&"0-*
";*)(2&%*(3=.0*%&'()-*.-*)(2$*20'.'2*&0*#%")2-)-*.01*2N#%2--&"0*";*6"062%0-*"R2%*02'.)&R2*
&=#.6)-* ";* <3-&02--* "#2%.)&"0-D* ?(&6(* =2.0-* )(.)* )(2$* ;.62* %2#%&-.5-* 0")* "05$* ;%"=* )(2*
.3)("%&)&2-*<3)*.5-"*;%"=*)(2*#%&R.)2*-26)"%O

,-* 02?* )26(0"5"'&2-* 12R25"#* .01* <26"=2* ="%2* 6"=="0D* .6)&R&-)-* ?("* 5""@* )"*
6"=2*)"'2)(2%* )"*.1R.062*12="6%.6$D*#2.62*.01*12R25"#=20)* &06%2.-&0'5$* )3%0*)"*"05&02*
-#.62-O*E"6&.5*=21&.*.01*&0-).0)*=2--.'&0'*.##-*(.R2*<26"=2*#%"=&020)*)""5-*;"%*-"6&.5*
="R2=20)-O*:(2%2*.%2*="%2*)(.0*F7*=&55&"0*.6)&R2*-"6&.5*=21&.*3-2%-*"3)*";*.*)").5*#"#35.)&"0*
";*I[*=&55&"0*#2"#52*?&)(*9[*=&55&"0*:(.&*:?&))2%*.66"30)-O*C&55&"0-*";*02)&\20-*(.R2*3-21*
SRPMRI� LEWLXEKW� WYGL� EW� �;L](S;I2IIH%/MRK�� �+IX3YX4VE]YXL�� ERH� �7EZI%RSR]QSYW�
)"*R"&62*)(2&%*.0'2%D*"#&0&"0-D*.01*R&2?-*"R2%*%2620)*&06&120)-*.01*12=.01*<.-&6*%&'()-O::;*
C2.0?(&52D*)(2*'"R2%0=20)*(.-*="R21*;"%?.%1*)"*6%.6@*1"?0*"0*"05&02*="R2=20)*)(%"3'(*
.*-2%&2-*";*52'&-5.)&"0*.01*#"5&6&2-D*2=#"?2%&0'*'"R2%0=20)*.'206&2-*)"*%2-)%&6)*.662--*)"*
?2<-&)2-D*="0&)"%*"05&02*6"==30&6.)&"0-D*6%&=&0.5&\2*"05&02*-#226(D*620-"%*"05&02*6"0)20)*
.01*6"5526)*3-2%*1.).O*/0*)(&-*6"0-)%.&021*.)="-#(2%2D*/XYWQ-*206"30)2%*.*5")*";*6(.5520'2-*
;"%*3012%).@&0'*(3=.0*%&'()-*%25.)21*.6)&R&)&2-*"05&02O

H8G" "#*+,*-."#$%&'"()."!"#$%&'()#&*+,$-#*./#0,$1*2#3#&4$(&$!"5(/5&'$67.5&',."/0120."!3"45%5675+"89!3."&:&$;&7;5"&,<"
',,=><??@@@)$>5&>)5AB)>C?$6&C5>?=AD?/0120EF5+>=5%,$:5E89!3E3G)=AD"

H8P" (+*-,"T$-5"45D5-A5+>.":!"5(/5&'."&:&$;&7;5"&,<"',,=><??@@@)D+*-,;$-5A5D5-A5+>)*+C?5-?;*%&,$*-?,'&$;&-A"
HH9" "2B>,+&;$&-"0,+&,5C$%"F*;$%R"/->,$,B,5."7KDLODQG·V�KDVKWDJ�DFWLYLVP�WDUJHWV�SROLWLFDO�FKDQJH."89"2=+$;"8989."&:&$;&7;5"&,<"

',,=><??@@@)&>=$>,+&,5C$>,)*+C)&B?,'&$;&-A>L'&>',&CL&%,$:$>6L,&+C5,>L=*;$,$%&;L%'&-C5?
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:(2* =2)("1"5"'&2-* 3-21* ;"%* )(&-* %2#"%)* &065312* 12-@* %2-2.%6(D* &0)2%R&2?-* .01*
6"0-35).)&"0-*?&)(* /XYWQ-*.)* 5"6.5* .01*0.)&"0.5* 52R25-O*4%&=.%$* -"3%62-* &06531&0'* R"&62-D*
6"062%0-D*6.-2-*.01*2N#2%&2062-*";*/XYWQ-*?2%2*6"5526)21*1&%26)5$*;%"=*)(2*.6)&R&)&2-*";*,-&.*
/01&'20"3-*42"#52-*4.6)*A,/44B*.01*C.03-($.*M"301.)&"0O*M"%*2N.=#52D*,/44*"%'.0&\21*.*
%2'&"0.5*2N6(.0'2*.01* )%.&0&0'*"0*1&'&).5*-263%&)$* ;%"=*J8*E2#)2=<2%* )"*7*P6)"<2%*7878D*
?(2%2* /01&'20"3-* (3=.0* %&'()-* .6)&R&-)-* ;%"=* 98* 6"30)%&2-* #.%)&6&#.)21* .01* -(.%21* )(2&%*
2N#2%&2062-*?&)(*"05&02*&0)2%;2%2062-D* &06531&0'*)(%2.)-D*#%"-263)&"0D*(.6@&0'*.01*&0)2%02)*
-(3)1"?0*&0*%25.)&"0*)"*)(2&%*?"%@-*"0*/01&'20"3-*%&'()-O*,/44*6.%%&21*"3)*.0.5$-&-*";*63%%20)*
6(.5520'2-* ?(&52* C.03-($.* M"301.)&"0* -3##"%)21* ,/44* )"* .--2--* 52'.5* ;%.=2?"%@* .01*
#%"#"-2*%26"==201.)&"0-*;"%*/XYWQ-D*.01*.5-"*20'.'21*?&)(*5"6.5*/01&'20"3-*6"==30&)&2-*
)"*'.&0*&0-&'()-*.01*&120)&;$*(3=.0*%&'()-*R&"5.)&"0-O*

:(&-*%2#"%)* &-*.5-"*<.-21*"0*12-@>%2-2.%6(D* &06531&0'*.*-$-)2=.)&6*5&)2%.)3%2*%2R&2?*
";*%252R.0)* 5.?-*.01*'"R2%0=20)*%2'35.)&"0-h* %2#"%)-*.01*"<-2%R.)&"0-b%26"==201.)&"0-*
SJ�9RMXIH�2EXMSRW��92�LYQER�VMKLXW�FSHMIW�ERH�2+3W��SRPMRI�RI[W�EVXMGPIW��I\TIVX�TETIVW�
.01*")(2%*#3<5&6.)&"0-O*/)*.&=-*)"*#%2-20)*.0*.0.5$-&-*";*)(2*52'.5*;%.=2?"%@*"0*6$<2%-263%&)$*
5.?-*.01*#")20)&.5*&=#.6)-*"0*/XYWQ-O

:(.&5.01*/01&'20"3-*42"#52-*=.%6(&0'*;"%*)(2*%26"'0&)&"0*";*)(2&%*%&'()-*13%&0'*)(2*/0)2%0.)&"0.5*Q.$*";*)(2*
^"%51U-*/01&'20"3-*42"#52-D*!(&.0'*C.&D*:(.&5.01O
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����#ONSTITUTIONAL�PROVISIONS�AND�LAWS�STIPULATING�THE�
RIGHTS�OF�)%(2$S

:(.&5.01U-*789[*!"0-)&)3)&"0*
'3.%.0)22-* )(2* %&'()-*.01* 5&<2%)&2-*
";* :(.&* #2"#52O::9* /)* -)&#35.)2-*
;%221"=* ";* 2N#%2--&"0* .01* 5&<2%)$*
";*6"==30&6.)&"0*&0*,%)&652-*JK*.01*
JI* <3)* %2-)%&6)&"0* 6.0* <2* &=#"-21*
;"%* )(2*#3%#"-2*";*=.&0).&0&0'* )(2*
E).)2U-* -263%&)$D* #%")26)&0'* )(2*
%&'()-*"%*5&<2%)&2-*";*")(2%*#2%-"0-D*
=.&0).&0&0'* #3<5&6* "%12%* "%* '""1*
="%.5-* "%* #%")26)&0'* #2"#52U-*
(2.5)(O* ^&)(* %2'.%1-* )"* "05&02*
#%&R.6$D* )(2* !"0-)&)3)&"0* #%"R&12-D*
&0* ,%)&652* J7D* )(.)* 2R2%$"02* -(.55*
(.R2* )(2* %&'()* )"* #%&R.6$D* 1&'0&)$D*
.01* %2#3).)&"0D* .01* )(.)* .<3-2* ";*
#2%-"0.5* &0;"%=.)&"0* -(.55* 0")* <2*
#2%=&))21* 3052--* #%"R&121* <$* 5.?*

.01*0262--.%$*;"%*)(2*#3<5&6*&0)2%2-)O*M%221"=*";*=21&.*&-*'3.%.0)221*3012%*,%)&652*JF*";*
)(2*!"0-)&)3)&"0*)(.)*#%"(&<&)-*620-"%-(&#*";*.0$*02?-*"%*-).)2=20)-*#%&"%*)"*#3<5&6.)&"0*&0*
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IEHRDs and the communities they work with have often 
become particular targets of the governments as they 
mostly challenge the laws, policies and practices related 
to lands and resources, which contrasts with the State 
aspiration to control them as well as business interests 
over them. In lack of legal recognition of or respect for 
the rights of Indigenous communities as well as strong 
push for economic growth in the Mekong countries, the 
communities and their supporting IEHRDs are caught 
WR�KP�NCPF�CPF�TGUQWTEG�EQPƃKEVU�YKVJ�VJG�5VCVG�CPF�
business entities. During the course of the legitimate 
resistance to defend human and environmental rights, 
IEHRDs encounter a series of challenges for their works 
as well as face risks and reprisals. Those challenges and 
reprisals often begin with social stigmatization against 
the IEHRDs as “anti-development” and “anti-national” 
and include harassment, threats, attacks, arbitrary 
arrests and detentions, prosecution and even enforced 
disappearances and killings of the IEHRDs.




